
4 part i: the prob lem

Every one agrees that risk arises from uncertainty, and that risk is about the 
impact that uncertain events or circumstances could have on the achievement 
of goals. This agreement has led to definitions combining two ele ments of un-
certainty and objectives, such as “A risk is any uncertainty that, if it occurs, 
would have an effect on achievement of one or more objectives.” Traditionally, 
risk has been perceived as bad; the emphasis has been on the potential effects of 
risk as harmful, adverse, negative, and unwelcome. In fact, the word risk has 
been considered synonymous with threat. But this is not the only perspective.

Obviously, some uncertainties could be helpful if they occurred.  These un-
certainties have the same characteristics as threat risks (i.e., they arise from the 
effect of uncertainty on achievement of objectives), but the potential effects, if 
they  were to occur, would be beneficial, positive, and welcome. When used in 
this way, risk becomes synonymous with opportunity.

In the past, risk prac ti tion ers have been divided into three camps around 
this debate, as illustrated in Figure 1-1.

BAD (–) GOOD (+)

OPPORTUNITYRISK

RISK

OPPORTUNITYTHREAT

UNCERTAINTY

? ?

a

b

c

Figure 1-1: Risk— The Definition Debate

One group insisted that the traditional approach must be upheld, reserving 
the word risk for bad  things that might happen. This group recognized that op-
portunities also exist, but saw them as separate from risks, to be treated differ-
ently using a distinct pro cess (row a).

A second group believed that  there are benefits from treating threats and 
opportunities together, broadening the definition of risk and the scope of the 
risk management pro cess to  handle both (row b).

A third group seemed unconcerned about definitions, words, and jargon, 
preferring to focus on “ doing the job.” This group emphasized the need to 
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 1. the challenge of managing risk 9

Unfortunately, despite indications that risk management is very influential 
in proj ect success, the same research found that risk management is the lowest 
scoring of all proj ect management techniques in terms of effective deployment 
and use, suggesting that although many organ izations recognize that risk man-
agement  matters, they are not implementing it effectively. As a result, proj ects 
still fail, businesses still strug gle, too many foreseeable downside threat risks 
turn into real issues or prob lems, and too many achievable upside opportunity 
risks are missed.

When properly implemented, risk management can deliver to the organ-
ization a range of “soft” benefits in addition to  those that are directly mea sur-
able. Figure 1-3 pre sents the “hard” and “soft” benefits of risk management as 
listed in the APM PRAM Guide. Many of  these benefits offer demonstrable proof 
of risk management’s value to an organ ization and its proj ects.

 There is clearly nothing wrong with risk management in princi ple. The con-
cepts are clear, the pro cess is well defined, proven techniques exist, tools are 
widely available to support the pro cess, and  there are many training courses to 
develop risk management knowledge and skills. So where is the prob lem? If it 
is not in the theory of risk management, it must be in the practice. Despite the 

Figure 1-2: Influence of Documenting Risk Responsibilities on  
Proj ect Per for mance (from Cooke- Davies 2002)
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10 part i: the prob lem

huge promise held out by risk management to increase the likelihood of proj ect 
and business success by allowing uncertainty and its effects to be managed pro-
actively, the real ity is diff er ent.

Generic benefits of risk management

“Hard” benefits “Soft” benefits

Enables better informed and more 
believable plans, schedules, and 
bud gets.

Improves corporate experience and 
general communication.

Increases the likelihood of a proj ect 
adhering to its schedules and bud gets.

Leads to a common understanding  
and improved team spirit.

Leads to the use of the most suitable 
type of contract.

Helps distinguish between good luck/
good management and bad luck/bad 
management.

Allows a more meaningful assessment 
of contingencies.

Helps develop the ability of staff to 
assess risks.

Discourages the ac cep tance of  
financially unsound proj ects.

Focuses proj ect management attention 
on the real and most impor tant issues.

Contributes to the build-up of statistical 
information to assist in better  
management of  future proj ects.

Facilitates greater risk- taking, thus 
increasing the benefits gained.

Enables a more objective comparison 
of alternatives.

Demonstrates a responsible approach 
to customers.

Identifies, and allocates responsibility 
to, the best Risk Owner.

Provides a fresh view of the personnel 
issues in a proj ect.

Organizational benefits of risk management

Compliance with corporate governance 
requirements.

Better reputation as a result of fewer 
headline proj ect failures.

A greater potential for  future business 
with existing customers.

Better customer relations due to 
improved per for mance on current 
proj ects.

Reduced cost base. A less stressful working environment.

Figure 1-3: Benefits of Risk Management (adapted from APM PRAM Guide 2004)

The prob lem is not a lack of understanding the “why, what, who, or when” of 
risk management. Lack of effectiveness comes most often from not knowing “how 
to.” Proj ect man ag ers and their teams face a bewildering array of risk manage-
ment standards, procedures, techniques, tools, books, training courses— all 
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 2. making it work 13

Perhaps the combination “Not impor tant but effective” is not  really feasible 
 because it would be unusual for risk management to be effective if the organ-
ization does not consider it to be impor tant; indeed, less than 1  percent of  people 
responding to the research questionnaire believed themselves to be in this situ-
ation. Indeed, if risk management is viewed as unimportant, it might not be done 
at all. But the other three combinations represent diff er ent levels of risk man-
agement maturity, and organ izations in each of  these three groups might be ex-
pected to act in very diff er ent ways.

Organ izations that consider risk management to be “Impor tant and effec-
tive” in delivering the promised benefits could become champions for risk man-
agement, demonstrating how it can work and persuading  others to follow their 
lead.  These risk- mature organ izations might be prepared to supply case studies 
and descriptions of best practice, allowing  others to learn from their good ex-
perience. Encouragingly, more than 40  percent of respondents in the research 
proj ect reported being in this position. An organ ization that believes risk man-
agement is “Impor tant but not effective in practice,” which is the position 

Figure 2-1: Importance and Effectiveness of Risk Management

Not Effective Not Effective

EFFECTIVENESS
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236 responses (42%)

Important

and

Effective

228 responses (41%)

Not Important

and

Not Effective

93 responses (17%)

Not Important

but

Effective

4 responses (1%)

With 561 responses, the raw data is in ter est ing in itself, but the correlation 
between answers to  these two questions is fascinating. Simplifying the answers 
to each question into two options (positive or negative) gives four pos si ble com-
binations, presented  here along with the percentage of respondents who fell 
into each category (see Figure 2-1).
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 2. making it work 15

RISK MANAGEMENT  DOESN’T WORK FOR US
Although risk management is not difficult, many  people have unfortunately ex-
perienced it being applied in effec tively, leading them to believe that risk man-
agement  doesn’t work. This situation often arises when risk management is 

Figure 2-2: Excuses and Solutions

Common excuses Proposed solutions

Pro cess takes time and costs money. Proper application saves time and 
money. Use the same argument as for 
quality management.

Responses cost money. Explain that responses are an investment 
in the  future— spending to save or 
spending to gain.

Risk management  doesn’t work. Do it properly and demonstrate its 
effectiveness through example or pi lot 
proj ects.

Risk management is just  
scare- mongering.

Find the real risks (uncertainties that 
 matter) and always include the 
positives— opportunities.

Managing issues is more fun. Develop KPIs that mea sure the  
effectiveness of risk management and 
reward  those who do it properly.

It’s too late. Remind every one that it is never too 
late; failing to identify risks  doesn’t 
make them go away.

Too busy dealing with issues. Risk management  will prevent issues 
so starting the pro cess  will make for a 
better  future.

It’s just common sense. Unfortunately it  isn’t to all. The  
framework of risk management  will help 
 those with less common sense.

 Can’t prove it works. Demonstrate the benefits; perhaps by 
emphasizing the management of 
opportunities. Seek evidence from 
outside.

result, risk management adds to the proj ect workload while at the same time 
increasing the required bud get.
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22 part i: the prob lem

SUPPORTIVE ORGAN IZATION
A supportive organ ization behaves in such a way that it is seen to be fully  behind 
risk management and all it entails. The organ ization “walks the talk.” It ensures 
that  there are clear objectives for risk management and that  these objectives are 
bought into by all stakeholders, who also contribute inputs and commit to us-
ing the outputs of the pro cess. The organ ization allows time in the schedule for 
risk management, and it ensures that risk management occurs as early as pos-
si ble in the proj ect life cycle. The organ ization also provides the necessary re-
sources and funding to carry it out. Supportive organ izations recognize that the 
extra work identified to manage risks is fundamental to ensuring proj ect suc-
cess and needs to be adequately resourced.  These organ izations also accept the 
need to change in response to risk, and, where appropriate, provide a suitable 
contractual framework to enable the pro cess.

Figure 2-3: Critical Success  Factors for Effective Risk Management

Supportive organization Competent  people

•  Clear objectives for risk  
management

•  Availability of adequate resources

•  Buy-in from all stakeholders

•  A culture that recognizes that uncer-
tainty is inevitable

•  Accept the need to change in re-
sponse to risk management

•  Suitable contractual framework to 
support the risk pro cess

•  Shared understanding of the key 
concepts and princi ples of risk 
management

•  A common language and agreement 
of key risk management terms

•  Recognize the need for continuous 
training of staff

•  Skilled and competent staff

•  Combination of theoretical knowl-
edge, effective behaviors, and 
appropriate attitudes

Appropriate methods, tools,  
and techniques

 Simple, scaleable pro cess

•  Required level of infrastructure and 
software tools to support appropriate 
level of implementation

•  Training in the selected methods, 
tools, and techniques

•  Integrated toolkit, both internally 
coherent, and interfacing with proj ect 
management and business tools

•  Recognize that “one size fits all” is  
the wrong approach

•  Efficient procedural framework

•  A documented pro cess

•  Clear instruction on “what to do”
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 2. making it work 23

Organ izations with a negative attitude to risk might be labeled as “risk- 
averse”;  those with no strong response could be called “risk- tolerant”; “risk- 
seeking” organ izations have a positive attitude  toward risk.  These cultures 
have a significant influence on the risk management pro cess. For example, ex-
treme risk aversion can sometimes develop into hostility: “We  don’t have risk in 
our proj ects;  we’re professionals/engineers/scientists. . . .” Denial results in 
impor tant risks being ignored and decisions being made without cognizance of 
the associated risks. At the other end of the scale, the risk- seeking organ ization 
might adopt a “gung-ho” attitude to risk, which  will likely lead to disaster if the 
amount of risk exposure taken on exceeds the organ ization’s ability to manage it.

The preferred risk attitude for an organ ization is neither risk- averse nor risk- 
seeking; rather, it is “risk- mature.” This attitude produces a supportive culture 
in the organ ization, which recognizes and accepts that uncertainty is inevita-
ble, and welcomes it as an opportunity to reap the rewards associated with ef-
fective risk management.  These organ izations set proj ect bud gets and schedules 
with the knowledge that uncertain events can influence proj ect pro gress and 
outcomes, but also with a commitment to provide the necessary resources and 

Figure 2-4: Range of Orga nizational Risk Cultures  
(based on Hillson and Murray- Webster 2007)
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In the same way that individuals have an attitude to risk that affects their 
participation in the risk pro cess, organ izations also have a “risk culture” that 
reflects their preferred approach to dealing with uncertainty.  There is a range 
of orga nizational risk cultures, as illustrated in Figure 2-4.

501-86027_ch01_6P.indd   23 8/3/20   8:45 PM



26 part i: the prob lem

Of the four groups of CSFs discussed, the one that seems easiest to address 
is the last— implementation of a  simple, scalable pro cess. This CSF allows proj-
ect teams to apply risk management theory to their par tic u lar risk challenge. It 
also deals most directly with the main difficulty expressed by so many: “How 
exactly do we do risk management?” The rest of this book pre sents a detailed 
answer to this question, describing a  simple, scalable risk pro cess that can be 
applied on any proj ect in any industry. The next chapter introduces this pro-
cess, known as Active Threat and Opportunity Management (ATOM), and Part II 
of the book describes the ATOM pro cess in detail.

Figure 2-5: Critical Success  Factors to Support Effective Risk Management
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situation. An efficient procedural framework that supports the pro cess and out-
lines “what to do” ensures support from the organ ization, and makes the most 
of the investment in training, tools, and techniques.

Conclusion
This chapter has presented some of the common difficulties expressed by  people 
who feel that risk management belongs in the “too difficult” category. It also 
offered counterarguments to each objection, suggesting that attention to CSFs 
can make the difference between wasting time on an ineffectual pro cess and 
implementing risk management that works. If any of  these supporting ele-
ments (see Figure 2-5) are weak or missing, then the implementation of risk 
management becomes unstable and may even fall over.
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30 part i: the prob lem

throughout the proj ect life cycle, from concept to completion, or from the busi-
ness justification to handover, as shown in Figure 3-2. Risk management is all 
too often seen as something done at the beginning of the proj ect and then cast 
aside as other “proper proj ect management pro cesses” take over. This is clearly 
wrong. ATOM demands that, following an initial risk assessment, a series of 
reviews are undertaken through the life cycle of the proj ect to keep the pro-
cess alive. It is also impor tant to recognize that part of any proj ect’s value is the 
orga nizational learning it offers to the business, which is why ATOM places 
emphasis on lessons learned as an essential part of proj ect management. The 
ATOM risk management pro cess also includes a final step to capture risk- 
related lessons at the end of a proj ect, concluding with a formal Post- Project 
Review.

Figure 3-2 shows how the ATOM risk pro cess might be conducted through 
the vari ous phases of the proj ect life cycle. For most proj ects, ATOM starts be-
fore the proj ect is sanctioned or approved, by undertaking the Initiation step, 
leading to a Risk Management Plan, followed by a First Risk Assessment to 
determine the risks associated with implementing the proj ect.  After the proj-
ect sanction or approval, ATOM continues with a series of reviews throughout 
the proj ect life cycle. The proj ect life cycle is diff er ent for a contracting organ-
ization, which bids for work and only conducts the proj ect if it wins it. For 
some contractors, ATOM starts when they win the work, which is when they 
undertake the Initiation and First Risk Assessment steps. For other contrac-
tors, ATOM starts during the bid pro cess and is an integral part of putting the 
bid together. It is likely that a contractor that carries out Initiation and First 
Risk Assessment as part of the bid pro cess  will repeat the pro cess if the bid is 
successful.

Figure 3-1: Steps in the ATOM Pro cess

INITIATION

IDENTIFICATION

ASSESSMENT

RESPONSE
PLANNING

REVIEW

POST-PROJECT
REVIEW

REPORTING

QUANTITATIVE
RISK ANALYSIS

IMPLEMENTATION

FIRST RISK ASSESSMENT
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Proj ect Sizing
No two proj ects are the same. Proj ects vary vastly in size and complexity. Some 
proj ects are started and finished in a few weeks, while  others take a de cade or more 
to complete. Some proj ects have bud gets of a few thousand dollars (or even no bud-
get at all), while  others cost billions. Some proj ects are relatively routine, using tried 
and tested strategies, while  others are totally innovative and groundbreaking.

In response to this wide variety of proj ects, ATOM offers a fully scalable 
risk management pro cess that recognizes that  simple or low- risk proj ects may 
need just a  simple risk pro cess, while complex or high- risk proj ects require more 
rigor and discipline. ATOM provides scalability in three ways: through the num-
ber and type of reviews required during the proj ect life cycle, through the op-
tional use of QRA techniques, and through the range of tools and techniques 
used during each of the ATOM steps.

• Reviews. Sometimes simply revisiting the risk pro cess to determine 
changes to existing risks and  whether any new risks have arisen is suf-
ficient. At other times a full repeat of the entire risk pro cess might be 
appropriate. ATOM uses two types of reviews to meet  these needs: a 
Major Review and a Minor Review.  These can be used in vari ous 
combinations depending on the size of the proj ect.

• Quantitative risk analy sis (QRA). ATOM suggests reserving use of 
QRA for proj ects that are large or high- risk, where the investment in 
such techniques can be justified.

• Tools and techniques. Many techniques exist for the identification 
and assessment of risks. An appropriate set of techniques should be 
selected to meet the risk challenge of a par tic u lar proj ect.

Figure 3-2: ATOM Steps through the Proj ect Life Cycle
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Figure 3-3: The Full ATOM Pro cess
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This Proj ect Sizing Tool divides proj ects into three categories (Small, Medium, and Large) to indicate the appropriate 

level of risk management pro cess. Two shortcuts are used: proj ects with value <$50K are automatically defined as 

Small, and proj ects valued at >$5M are defined as Large. Proj ects valued between $50K– $5M are assessed against 

the ten criteria below. For each criterion the closest description is selected, and the corresponding criterion score is 

recorded at the right of the row (one of 2, 4, 8, or 16). Criterion scores are totaled to give an overall proj ect score, 

indicating proj ect size as follows:

≥75   Large proj ect   An extended ATOM risk management pro cess is required.

35–74    Medium proj ect  A standard ATOM risk management pro cess is required.

<35   Small proj ect   A reduced ATOM risk management pro cess is required.

Criterion
Criterion 

value = 2

Criterion  

value = 4

Criterion 

value = 8

Criterion  

value = 16

Criterion 

score

Strategic 

importance

Minor contribution 

to business 

objectives

Significant  

contribution to 

business objectives

Major contribution 

to business 

objectives

Critical to 

business 

success

Commercial/

contractual 

complexity

No unusual 

commercial 

arrangements or 

conditions

Minor deviation 

from existing 

commercial 

practices

Novel commercial 

practices, new to 

at least one party

Ground breaking 

commercial 

practices

External 

constraints and 

dependencies

None Some external 

influence on 

ele ments of the 

proj ect

Key proj ect 

objectives depend 

on external 

 factors

Overall proj ect 

success 

depends on 

external  factors

Requirement 

stability

Clear, fully 

defined, agreed-

upon objectives

Some requirement 

uncertainty, minor 

changes during 

proj ect

Major requirement 

uncertainty, major 

changes during 

proj ect

Requirements 

not finalized and 

subject to 

negotiation

Technical 

complexity

Routine repeat 

business, no new 

technology

Enhancement of 

existing product/

ser vice

Novel product/

project with some 

innovation

Ground breaking 

proj ect with high 

innovation

Market sector 

regulatory 

characteristics

No regulatory 

requirements

Standard regulatory 

framework

Challenging 

regulatory 

requirements

Highly regulated 

or novel sector

Proj ect value Small proj ect 

value (<$250K)

Significant proj ect 

value ($250K–$1M)

Major proj ect 

value ($1–$3M)

Large proj ect 

value (>$3M)

Proj ect 

duration

Duration <3 

months

Duration 3–12 

months

Duration 

1–3 years

Duration 

>3 years

Proj ect 

resources

Small in- house 

proj ect team

Medium in- house 

proj ect team

Large proj ect team 

including external 

contractors

International 

proj ect team or 

joint venture

Post- project 

liabilities

None Acceptable 

exposure

Significant 

exposure

Punitive 

exposure

OVERALL PROJ ECT SCORE

Figure 3-4: Example Proj ect Sizing Tool
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Definition of risk
Risk management  

pro cess

Unique aspects and 

emphasis

ATOM Any uncertainty that, if 

it occurs, would have a 

positive or negative 

effect on achievement 

of one or more 

objectives.

A  Initiation

B  Identification

C1  Assessment

C2  (Quantitative risk  

analy sis)

D  Response 

planning

E  Reporting

F  Implementation

G  Review

H  Post-project 

review

•  Totally scalable

•  Can be used on all 

proj ects

•  Practical “how to” 

method

Management 

of Risk— 

Guidance for 

Prac ti tion ers 

(M_o_R), Third 

Edition (2010)

An uncertain event or set 

of events that, should it 

occur,  will have an effect 

on the achievement of 

objectives. A risk is 

mea sured by a combina-

tion of the probability of a 

perceived threat or oppor-

tunity occurring and the 

magnitude of its impact 

on objectives.

A  Identify— context

B  Identify— identify 

the risks

C1  Assess— estimate

C2  Assess— evaluate

D  Plan

F  Implement

?  Embed and review

?  Communicate

•   Entire chapters on  

risk princi ples and 

embedding and reviewing 

management of risk

•   Applicable to strategic, 

program, proj ect, and 

operational risk

•   Part of a larger suite of 

methods, including 

Managing Successful 

Programs and  

PRINCE2

Figure 3-5: Comparison of Diff er ent Standards (continues)

Although  there are several diff er ent standards covering the topic,  there is 
good agreement between their content, with the main differences being the ter-
minology used.  Those familiar with  these standards should have no prob lem in 
understanding or applying the ATOM pro cess, since it is fully consistent with 
them all. The key differences between ATOM and the other standards are sum-
marized in Figure 3-5, which compares their use of terminology, the diff er ent 
constituent stages of each pro cess (mapped to ATOM steps labeled as A– H), and 
the unique aspects of each approach.
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Definition of risk
Risk management  

pro cess

Unique aspects and  

emphasis

ISO 

31000:2018 

Risk 

Management— 

Guidelines 

(2018)

Effect of uncertainty on 

objectives.

A  Scope, context, and 

criteria

B  Risk identification

C  Risk analy sis

C  Risk evaluation

D  Risk treatment

G  Monitoring and review

E  Recording and 

reporting

?  Communication and 

consultation

•   Applicable to all levels of 

risk management

•   Includes risk princi ples 

and a risk management 

framework

•  Lists communication and 

consultation as distinct 

ele ments of the pro cess

PMI Standard 

for Risk 

Management 

in Portfolios, 

Programs and 

Proj ects (2019)

An uncertain event  

or condition that, if it 

occurs, has a positive  

or negative effect on  

one or more enterprise, 

portfolio, program, and 

proj ect objectives.

A  Plan risk  

management

B  Identify risks

C1  Perform qualitative 

risk analy sis

C2  Perform quantitative 

risk analy sis

D  Plan risk responses

F  Implement risk 

responses

E/G  Monitor risks

Guide to the 

Proj ect 

Management 

Body of 

Knowledge 

[PMBOK® 

Guide]—Sixth 

Edition (2018)

An uncertain event or 

condition that, if it occurs, 

has a positive or negative 

effect on one or more 

proj ect objectives.

A  Plan risk  

management

B  Identify risks

C1  Perform qualitative 

risk analy sis

C2  Perform quantitative 

risk analy sis

D  Plan risk responses

F  Implement risk 

responses

E/G  Monitor risks

•  Strong pro cess orienta-

tion (inputs/tools and 

techniques/outputs)

•  Addresses opportunities 

as well as threats

Figure 3-5: (continues)
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Definition of risk
Risk management  

pro cess

Unique aspects and  

emphasis

Risk  

Analy sis and 

Management 

for Proj ects 

[RAMP]—Third 

Edition (2014)

A pos si ble occurrence 

that could affect 

(positively or negatively) 

the achievement of the 

objectives for an 

investment.

A  Pro cess launch

B  Plan and initiate 

risk review

B  Identify risks

C  Evaluate risks

D  Devise mea sures for 

responding to risks

D  Assess residual 

risks and decide 

 whether to continue

D  Plan responses to 

residual risks

E  Communicate risk 

response strategy 

and response plan

F  Implement strategy 

and plans

G  Control risks

H  Pro cess close- down

•  Considers opportunities 

as well as threats

•  Focus on  whole life 

assets with emphasis on 

capital proj ects

Proj ect Risk 

Analy sis and 

Management 

[PRAM] 

Guide—Second 

Edition (2004)

Risk event

An uncertain event or  

set of circumstances that, 

should it or they occur, 

would have an effect on 

the achievement of one 

or more of the proj ect’s 

objectives.

Proj ect risk

The exposure of 

stakeholders to the 

consequences of 

variations in outcome.

A  Initiate

B  Identify

C  Assess

D  Plan responses

E  Implement 

responses

?  Manage pro cess

•  Includes chapters on 

benefits of managing 

risks (2), establishing a 

risk management 

organization (5), 

behavioral aspects (6), 

and implementation/ 

application issues (7)

•  Addresses threats and 

opportunities

•  Defines risk at two levels: 

risk event and proj ect risk

BS IEC 

62198:2014— 

 Managing Risk 

in Proj ects— 

Application 

Guidelines 

(2014)

Combination of the 

probability of an event 

occurring and its 

consequences on proj ect 

objectives.

A  Establishing the 

context

B  Risk identification

C  Risk analy sis

C  Risk evaluation

D  Risk treatment

G  Monitoring and 

review

•  Originated as part of 

dependability standard

•  Focus on proj ects with 

technological content

Figure 3-5: (continued)
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4. start at the beginning (initiation) 47

These inputs, activities, and outputs are illustrated in Figure 4-1 and described 
in detail in the following sections.

Inputs
Key stakeholders are responsible for making important decisions about how the
project should be managed, including the risk pro cess. It is therefore essential 
to identify  these  people and understand their relationship to the proj ect. Stake-
holder analysis is commonly performed before the proj ect is formally sanctioned, 
and is documented in the business case or proj ect charter. When this analysis 
is completed prior to the Initiation step, information on key stakeholders can 
be used directly to determine their input to the risk process. Other wise a stake-
holder analysis must be undertaken during Initiation.

Similarly, proj ect objectives should be clearly recorded in the business case 
or proj ect charter; for external projects they may form part of the bid documen-
tation, such as an invitation to tender (ITT) or request for proposal (RFP). If 
project objectives are already unambiguously defined, they can form an input 
to Initiation; other wise they must be clarified as part of this step.

Activities
STAKEHOLDER ANALYSIS
The first activity of the ATOM Initiation step is determining the key stakehold-
ers,  because  these  people will provide essential input on future decisions. If 
a prior stakeholder analysis is available, the results should be used directly; 

Figure 4-1: Flowchart for the Initiation Step

Project
Sizing

Stakeholder
List

Available?

Stakeholder
List

N

Y

Stakeholder
Analysis

Project
Objectives

Project
Size

Initiation
Meeting

Risk
Management

Plan
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48 part ii: applying atom to a medium- sized proj ect

Assessment of  these three dimensions can be recorded using a stakeholder analy-
sis template similar to that shown in Figure 4-2. Figure 4-3 shows how this as-
sessment maps stakeholders in one of eight positions: Savior, Friend, Sleeping 
 Giant, Acquaintance, Saboteur, Irritant, Time Bomb, or Tripwire.  These posi-
tions are described in detail in Figure 4-4.

Having completed a stakeholder analy sis, the proj ect sponsor and proj ect 
man ag er identify the key stakeholders and, therefore, who should contribute to 
decisions about the risk pro cess. All Saviors are definitely invited to attend the 
Initiation meeting, and it is worth inviting Sleeping  Giants in order to engage 
their interest. The proj ect sponsor and proj ect man ag er might seek the views of 
Saboteurs and Time Bombs (outside the meeting) if they feel able to contain any 
pos si ble negative input and convert  these stakeholders into supporters. Although 
Friends and Acquaintances support the proj ect, their contribution is  limited by 

Figure 4-2: Stakeholder Analy sis Template

Stakeholder
Area of 
interest

Attitude 
(+/−)

Power 
(+/−)

Interest 
(+/−)

Stakeholder 
type

Instructions:
•  List all key stakeholders and their interest (or stake) in the proj ect in the 

left- hand two columns.

•  For each stakeholder, identify  whether their attitude  toward the proj ect is 
supportive or resistant (+ or −),  whether their power to influence the proj ect is 
high or low (+ or −), and  whether their level of interest in the proj ect is high or 
low (+ or −).

other wise such an analy sis must be undertaken  here. A recommended method 
for stakeholder analy sis is based on assessing three dimensions for each stake-
holder (as illustrated in Figures 4-2 and 4-3):

• Their attitude  toward the proj ect,  either supportive or resistant
• Their power to influence the proj ect for better or worse
• Their level of interest in the proj ect and its success or failure.

501-86027_ch01_6P.indd   48 8/3/20   8:45 PM



 4. start at the beginning (initiation) 49

PROJ ECT SIZING
The assumption is that the organ ization has prepared a proj ect sizing tool for 
use in all proj ects, as discussed in Chapter 3 (see Figure 3-4). This tool lists cri-
teria that determine the importance of the proj ect to the organ ization and that 
give an indication of the level of risk. Proj ects can then be scored on a consis-
tent basis and ranked relative to one another. Proj ects that are strategically 
impor tant or particularly risky require a more robust risk pro cess than smaller 
proj ects, where a simpler pro cess can be employed.

When a proj ect sizing tool exists, the proj ect sponsor and proj ect man ag er 
together complete it for the proj ect to determine  whether the proj ect rates as 
small, medium, or large. This information is used during the Initiation meet-
ing to inform decisions about how detailed the risk pro cess should be.

If the organ ization does not have a proj ect sizing tool, the proj ect may wish 
to develop one that can be used more widely within the business. Alternatively, 
key stakeholders’ views can be sought to determine  whether this proj ect should 
be treated as small, medium, or large. Whichever method is used, proj ect sizing 
should be done prior to the Initiation meeting and then confirmed as part of 
the meeting.

Figure 4-3: Stakeholder Mapping Cube (from Murray- Webster and Simon 2006)

– INTEREST +

– 
AT

TI
T

UD
E 

+

– P
OWER +

Savior
Influential
Active
Backer

Friend
Insignificant
Active
Backer

Saboteur
Influential
Active
Blocker

Irritant
Insignificant
Active
Blocker

Trip Wire
Insignificant
Passive
Blocker

Acquaintance 
Insignificant
Passive
Backer

Sleeping Giant
Influential
Passive
Backer

Time Bomb
Influential
Passive
Blocker

their low power or low interest levels, so they need not be included. Irritants and 
Tripwires are also excluded.

The proj ect man ag er decides how the role of risk champion  will be fulfilled 
for the proj ect. The risk champion is responsible for facilitating the risk pro cess 
(see Figure 4-7).
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Type Attitude Power Interest Description

Savior + + +

 These are power ful, with a high-interest level 

and a positive attitude  toward the proj ect. It  

is impor tant to pay attention to  these 

stakeholders, harnessing their support and 

 doing what ever is necessary to keep it.

Friend + − +

With low power but high interest and positive 

attitude,  these stakeholders can be used as a 

confidant or sounding board. Their support 

should be maintained in case they gain 

additional power within the organization.

Sleeping 

 Giant
+ + −

Power ful stakeholders who support the proj ect 

but display low levels of interest need to be 

awakened in order to raise their commitment to 

the proj ect and maximize their positive input.

Acquaintance + − −

Low- power, low- interest backers should be 

kept informed but need not be a top priority 

 unless their levels of power or interest 

increase.

Saboteur − + +

 People who are power ful and have a high 

interest level in the proj ect, but who display a 

negative attitude must be actively engaged in 

order to prevent them causing significant 

disruption to the proj ect. The aim is to 

convert their attitude to be more supportive 

of the proj ect, using their influence to benefit 

the proj ect.

Irritant − − +

 These are very interested in the proj ect but do 

not support it, though they have  little power to 

influence  things. Their negative attitude needs 

to be contained and countered where pos si ble.

Time Bomb − + −

Stakeholders who are power ful but have low- 

interest levels and a negative attitude  toward 

the proj ect should be understood so they can 

be “defused before the bomb goes off.” Efforts 

should be made to transform their attitude to be 

more positive and to engage their active input.

Trip Wire − − −

Low- power, low- interest, negative- attitude 

stakeholders are likely to act as a hindrance 

to the proj ect, and their interaction with the 

proj ect should be minimized as far as 

pos si ble.

Figure 4-4: Descriptions of Diff er ent Stakeholders
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 4. start at the beginning (initiation) 51

The Initiation meeting is required only for medium and large proj ects; small 
proj ects are handled differently (see Chapter 13). The proj ect size,  either medium 
or large, should have been determined prior to the meeting. Assuming this has 
been done, the Initiation meeting starts with a brief discussion among key stake-
holders, facilitated by the risk champion, to confirm the proj ect size. If size has 
not been predetermined, a discussion is held to determine the proj ect size us-
ing the proj ect sizing tool.

Having sized the proj ect, it is then pos si ble to define the appropriate level 
of risk management pro cess to be used. This definition should address the fol-
lowing pro cess characteristics:

Figure 4-5: Typical Agenda for an Initiation Meeting

Time  
allowance 
(hours)

Content

½  1. Introductions

¼  2. Background to the proj ect

½ –  1  3.  Clarification of proj ect objectives: Scope, time, cost, quality, 
other objectives?

¼  4. Scope and objectives of the risk management pro cess

¼  5. Application of the ATOM risk management pro cess

¼  6. Tools and techniques to be used

½  7. Roles and responsibilities for risk management

¼  8. Reporting and review requirements

¼  9.  Definitions of scales for probability and impacts  
(P- I Scales)

¼ 10. Risk thresholds

¼ 11. Potential sources of risk to this proj ect

¼ 12. Next steps

INITIATION MEETING
Key decisions about the risk pro cess for a par tic u lar proj ect are made at the Ini-
tiation meeting, which is attended by key stakeholders and facilitated by the 
risk champion. For a medium- sized proj ect, this meeting might be expected to 
last a day. Before the meeting, the risk champion briefs the attendees on its con-
tent and format as well as their expected contribution. A typical agenda for the 
Initiation meeting is given in Figure 4-5.
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Figure 4-6: Example RACI Chart

Proj ect  
sponsor

Proj ect 
man ag er

Risk  
champion

Risk  
own er

Action  
own er

Proj ect team 
members

Other  
stakeholders

Produce and maintain Risk  
Management Plan

C A R I I I I

Facilitate risk pro cess  
(workshops, interviews,  
risk review meetings,  etc.)

A R

Identify risks R R A I R R

Assess risks R A I R R

Develop responses A C R C C I

Implement responses I I A R C I

Report pro gress on actions  
(individual risks)

I A R R

Produce and maintain  
Risk Register

I A R C I I I

Produce and maintain  
Risk Reports

I A R C I I I

Key:

R = Responsible A = Accountable/Approve C = Consult I = Inform
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Proj ect Sponsor— has overall accountability for the proj ect and for delivering its promised 

benefits, and as such is by many considered to be the ultimate risk taker and perhaps Risk Owner. 

The Proj ect Sponsor must ensure that resources and funds are provided to the proj ect for risk 

management. The role of the Proj ect Sponsor in relation to risk management  will include

•  Actively supporting and encouraging the implementation of a formal risk management pro cess 

on the proj ect.

•  Setting and monitoring risk thresholds and ensuring  these are translated into acceptable levels 

of risk for the proj ect.

•  Attending risk workshops, identifying risks, and owning risks.

•  Reviewing risk outputs from the proj ect with the Proj ect Man ag er to ensure pro cess consistency 

and effectiveness.

•  Reviewing risks escalated by the Proj ect Man ag er that are outside the scope or control of the 

proj ect or that require input or action from outside the proj ect.

•  Taking decisions on proj ect strategy in light of current risk status to maintain acceptable  

risk exposure.

•  Ensuring adequate resources are available to the proj ect to respond appropriately to identified risk.

•  Releasing “management reserve” funds to the proj ect where justified to deal with exceptional risks.

•  The regular reporting of risk status to se nior management.

Proj ect Man ag er— has overall responsibility for delivering the proj ect on time, within bud get, and 

to the agreed level of quality such that the proj ect’s outputs  will allow the promised benefits to be 

achieved. The Proj ect Man ag er is accountable for the day- to- day management of the proj ect, and 

as part of this must make sure that risk management takes place and that risks are identified and 

managed through effective risk management. The role of the Proj ect Man ag er  will include

•  Determining the acceptable levels of risk for the proj ect by consultation with the Proj ect Sponsor.

•  Approving the Risk Management Plan prepared by the Risk Champion.

•  Promoting the risk management pro cess for the proj ect.

•  Chairing risk workshops and review meetings when not facilitated by the Risk Champion or an 

external facilitator.

•  Participating in risk workshops and review meetings when facilitated by the Risk Champion, and 

identifying and owning risks.

•  Approving risk response plans and their associated risk actions prior to implementation.

•  Applying proj ect contingency funds to deal with identified risks that occur during the proj ect.

•  Overseeing risk management by subcontractors and suppliers.

•  The regular reporting of risk status to the Proj ect Sponsor and proj ect board/steering committee 

with recommendations for appropriate strategic decisions and actions to maintain acceptable 

risk exposure.

•  Highlighting to se nior management any identified risks that are outside the scope or control of the 

proj ect, or that require input or action from outside the proj ect, or where release of “management 

reserve” funds might be appropriate.

•  Monitoring the efficiency and effectiveness of the pro cess in conjunction with the Risk Champion.

The Proj ect Man ag er reports to the Proj ect Sponsor.

Figure 4-7: Roles and Responsibilities within ATOM (continues)
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Risk Champion—(this might be a full- time role or a part- time role) has responsibility for oversee-

ing and managing the risk management pro cess on a day- to- day basis. The role of the Risk 

Champion  will include

•  Preparing the Risk Management Plan.

•  Facilitating risk workshops and review meetings at which risks  will be identified and assessed.

•  Creating and maintaining the Risk Register.

•  Interviewing Risk  Owners to determine risk responses.

•  Ensuring the quality of all risk data.

•  Analyzing data and producing risk reports.

•  Reviewing pro gress with Risk  Owners of risk responses and their associated actions.

•  Advising the Proj ect Man ag er on all  matters relating to risk management.

•  Coaching and mentoring team members and other stakeholders on aspects of risk management.

The Risk Champion reports to the Proj ect Man ag er.

Risk Owner— appointed by the Proj ect Man ag er in liaison with the Risk Champion as the best 

person to manage an identified risk. The Risk Own er’s role is temporary in that once a risk has 

been closed, their role ceases. A Risk Owner can be a member of the proj ect team, a stakeholder 

who is not part of the proj ect team or specialist from outside the proj ect. The role of the Risk 

Owner  will include

•  Developing responses to risks in the form of risk actions that they  will assign to Action   

Owners.

•  Monitoring the pro gress on their risk responses.

•  Reporting pro gress on responses to the Risk Champion via the Risk Register.

Action Owner— appointed by Risk  Owners to perform the actions that make up a response to a 

risk. Like the role of the Risk Owner, the role of the risk Action Owner is temporary as once the 

action has been completed, their role  will cease. Several Action  Owners may contribute to the 

response to one risk.

•  Implementing agreed-upon actions to support response strategies.

•  Reporting pro gress on actions to the Risk Owner and recommending any other actions needed 

to manage the risk.

Proj ect Team Members— responsible to the Proj ect Man ag er and must make sure that the 

risk management plan and risk management pro cess are followed by themselves and  others who 

report to them. They are inevitably a stakeholder in the proj ect and  will therefore participate in risk 

workshops and risk review meetings as required.

•  Participating actively in the risk pro cess and proactively identifying and managing risks in their 

area of responsibility.

•  Providing inputs to the Proj ect Man ag er for risk reports.

Other Stakeholders— some of which might be classified as key stakeholders. All stakeholders are 

impor tant to the proj ect, and they must be involved in risk management where appropriate. 

Stakeholders are often in themselves both  causes of risks and the pos si ble source of responses 

to risks. Key stakeholders  will be required to participate in risk workshops throughout the proj ect.

Figure 4-7: (continued)
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58 part ii: applying atom to a medium- sized proj ect

 After the number of scale points is determined, the meanings of each must 
be agreed upon. Probability terms are defined in terms of percentage ranges. 
Impact terms are defined against each of the proj ect objectives that are in scope 
for the risk pro cess, translating each term into ranges of effects on time, cost, 
quality,  etc. Many organ izations use a common scale for probability definitions 
across all proj ects, but impact scales must be project specific. Figure 4-9 illus-
trates the pro cess of determining project specific impact scales. The highest 
level of impact on each scale (VHI) is defined as the level of impact that cannot 
be ignored— for example, a showstopper or catastrophic impact for a threat, or 

Figure 4-8: Example Probability- Impact Scales

Scale Probability
+/− Impact on proj ect objectives

Time Cost Quality

VHI 71–99% >20 days >$200K Very significant 
impact on overall  
functionality

HI 51–70% 11–20 days $101K– $200K Significant  
impact on overall  
functionality

MED 31–50% 4–10 days $51K–$100K Some impact in 
key functional 
areas

LO 11–30% 1–3 days $10K– $50K Minor impact  
on overall  
functionality

VLO 1–10% <1 day <$10K Minor impact on 
secondary 
functions

NIL <1% No change No change No change in 
functionality

Definitions of Scales for Probability and Impacts (P- I Scales) The key 
stakeholders discuss and agree on the meanings of the labels used during the As-
sessment step when estimating the probability and impacts of an individual risk.

For a medium- sized proj ect, use of five- point scales is recommended for both 
probability and impact; i.e., very high (VHI), high (HI), medium (MED), low 
(LO), and very low (VLO). The use of five- point P- I scales should be confirmed, 
and may be simplified to four points, or three points if a simpler risk pro cess 
can be justified for this proj ect. Figure 4-8 shows an example set of probability 
and impact scales.
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A proj ect for the release of a new product has a planned timeline of 10 months and a bud get of $4M. Delivery of more than 2 months late would 
miss the market win dow, and if the costs  were anticipated to grow above $5M, it would be canceled. The earliest feasible delivery date to meet 
market requirements would be 4 weeks ahead of schedule. Costs savings of more than $500K would double the expected margin. Variations in 
schedule or bud get of up to +/− 15% are acceptable.

Impact scales for this proj ect might be:

Threat impacts Opportunity impacts

Step 1— Define  
VHI

Step 2—  
Define  
VLO

Step 3— Set  
intermediate values

Step 4— Define  
VHI

Step 5—  
Define  
VLO

Step 6— Set  
intermediate values

Time Cost Time Cost Time Cost Time Cost Time Cost Time Cost

VHI >8 wks >$1M >4 wks >$500K

HI 4–8 wks $500K–$1M 3–4 wks $250K–$500K

MED 2–4 wks $100K–$500K 2–3 wks $80K– $250K

LO 1–2 wks $10K–$100K 1–2 wks $10K–$80K

VLO <1 wk <$10K <1 wk <$10K

Figure 4-9: Examples of How to Set Impact Scales

▲ ▲

▲ { ▲ {
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60 part ii: applying atom to a medium- sized proj ect

Risk Thresholds It is impor tant to confirm the risk thresholds to which the 
organ ization generally works, or  those that are appropriate to this proj ect. The 
default scheme used in ATOM has three zones: “red” top- priority risks require 
urgent attention, “amber” risks are medium priority and require active moni-
toring, and “green” risks are low priority. The position of the bound aries between 
 these three zones on the matrix is confirmed during the Initiation meeting. Most 
proj ects  will use the default scheme; changes to that scheme should be justified, 
agreed upon, and documented.

Figure 4-10: Double Probability- Impact Matrix

VHI

HI

MED

LO

VLO

VHI

HI
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VLO LO MED HI VHI VLOLOMEDHIVHI
NEGATIVE IMPACT

(Threats)
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B
A

B
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IT
Y

PR
O

B
A

B
IL

IT
Y

POSITIVE IMPACT
(Opportunities)

= “red” risks = “amber” risks = “green” risks

a golden “must- have” opportunity. The lowest impact scale (VLO) is defined as 
a degree of impact that does not need active management and is considered ac-
ceptable for this proj ect. Intermediate scale points are set between  these two 
limits. The three points in between are established by selecting a nonlinear 
scaling, usually based on a doubling of value at each point.

The same set of P- I scales is often used for both threats and opportunities, 
treating impacts as negative for threats (e.g., delays, additional cost, per for mance 
shortfall) and as positive for opportunities (e.g., saving time or cost, enhancing 
per for mance). It may, however, be de cided to use diff er ent P- I scales for threats 
and opportunities if the sensitivities of the proj ect are significantly diff er ent for 
each type of risk; for example, a catastrophic delay might be three months, but 
a time saving of just one month might be regarded as exceptional.

During the Assessment step, the probability and impacts of each risk are 
evaluated using  these scales, then risks are positioned on a Probability- Impact 
Matrix to determine their relative importance, as described in Chapter 6. ATOM 
uses a default double P- I Matrix with the thresholds shown in Figure 4-10.
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Figure 4-11: Sample Risk Breakdown Structure

RBS Level 0 RBS Level 1 RBS Level 2

0. PROJ ECT RISK

1.  TECHNICAL 
RISK

1.1  Scope definition
1.2  Requirements definition
1.3   Estimates, assumptions & 

constraints
1.4  Technical pro cesses
1.5  Technology
1.6  Technical interfaces
1.7  Design
1.8  Per for mance
1.9  Reliability & maintainability
1.10 Safety
1.11 Security
1.12 Test & ac cep tance

2.  MANAGEMENT 
RISK

2.1  Proj ect management
2.2   Program/portfolio  

management
2.3  Operations management
2.4  Organisation
2.5  Resourcing
2.6  Communication
2.7  Information
2.8  HS&E
2.9  Quality
2.10 Reputation

3.  COMMERCIAL 
RISK

3.1   Contractual terms &  
conditions

3.2  Internal procurement
3.3  Suppliers & vendors
3.4  Subcontracts
3.5  Client/customer stability
3.6  Partnerships & joint ventures

4.  EXTERNAL 
RISK

4.1  Legislation
4.2  Exchange rates
4.3  Site/facilities
4.4  Environmental/weather
4.5  Competition
4.6  Regulatory
4.7  Po liti cal
4.8  Country
4.9  Social/demographic
4.10 Pressure groups
4.11 Force majeure

501-86027_ch01_6P.indd   62 8/3/20   8:45 PM



 4. start at the beginning (initiation) 63

• Organ ization, roles, and responsibilities. State who is responsible 
for the vari ous ele ments of the risk management pro cess for this 
proj ect and describe their contribution, possibly using a responsibil-
ity assignment matrix. Where pos si ble, use the names of individuals 
rather than job titles to encourage owner ship.

• Risk reviews and reporting. State how often risks  will be reviewed 
on this proj ect, and  whether risk reviews  will be undertaken as part 
of other proj ect meetings or in a separate forum. Describe the 
deliverables from the risk management pro cess, including types of 
reports, their purpose, and distribution.

• Project- specific definitions of probability and impacts. Define the 
terms to be used for qualitative assessment of risks on this par tic u lar 
proj ect. Confirm thresholds on the P- I Matrix to be used when 
prioritizing risks.

Figure 4-12: Sample Contents List for a Risk Management Plan

INTRODUCTION

PROJ ECT DESCRIPTION AND OBJECTIVES

AIMS, SCOPE, AND OBJECTIVES OF RISK PROCESS

APPLICATION OF THE ATOM PROCESS

RISK TOOLS AND TECHNIQUES

ORGANIZATION, ROLES, AND RESPONSIBILITIES  
FOR RISK MANAGEMENT

RISK REVIEWS AND REPORTING

APPENDICES

A PROJECT-SPECIFIC DEFINITIONS OF PROBABILITY AND IMPACTS

B  PROJECT-SPECIFIC SOURCES OF RISK (RISK BREAKDOWN  
STRUCTURE)
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5. exposing the challenge (identification) 67

The Identification step produces the following outputs:

• A consolidated, agreed-upon list of risks described using risk meta-
language

• A list of initial responses.

These inputs, activities, and outputs are illustrated in Figure 5-1 and described 
in detail in the following sections.

Figure 5-1: Flowchart for the Identification Step
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70 part ii: applying atom to a medium- sized proj ect

The published agenda should be followed as closely as pos si ble and all ele-
ments of the agenda addressed. The following sections describe the workshop 
ele ments relevant to the Identification step of the ATOM pro cess.

Introductions All attendees must be aware of each other’s role in the proj ect. 
The risk champion ensures that this does not absorb too much time in the 
workshop. This is often helped by asking participants to answer six specific 
questions:

• What is your name?
• What is your role on the proj ect (as you understand it)?
• What previous experience do you have in the risk management 

pro cess?

Figure 5-2: Sample Agenda for a First Risk Assessment/Two- Day Risk Workshop 
(Including Identification and Assessment Steps)

DAY 1

Morning
 1. Introductions
 2. Confirm proj ect objectives
 3. Confirm scope of risk pro cess for this workshop
 4. Workshop ground rules
 5. Risk management briefing (if required)
 6. Expectations and results
 7. Identify risks
   Brainstorm risks using the Risk Breakdown Structure

After noon
   Analy sis of Assumptions and Constraints to generate further risks
   A Standard Risk Checklist to identify any further/final risks
 8. Rationalize risks
 9. Describe risks using risk metalanguage
10. Rec ord identified risks (during workshop or  after meeting)

DAY 2

Morning
11. Explanation of assessment scheme (recap)
12. Assessment of probability and impacts
13. Risk categorization

After noon
14. Nomination of Risk  Owners
15. If time, develop initial responses to priority risks
16. Close the workshop
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Once assumptions and constraints are identified and listed, the validity of 
each is tested through a facilitated discussion during the workshop. Some as-
sumptions can be considered safe and unlikely to prove false, based on previ-
ous experience. Some constraints  will be fixed and unlikely to change during 
the proj ect. Safe assumptions and fixed constraints are excluded as potential 
risks. The discussion may also expose some false assumptions or constraints, 
which need to be addressed outside the workshop by the proj ect man ag er and 
proj ect sponsor. However,  there  will be some assumptions that participants be-
lieve may prove to be false, and some constraints that could be relaxed or re-
moved. Each of  these is considered to determine the extent to which they might 
affect proj ect objectives. Risks are then raised for false assumptions that might 
pose a threat to achievement of proj ect objectives, and constraints that could 
be relaxed or removed and thus pre sent an opportunity. Risks raised in this way 
 will be considered in the Assessment part of the risk workshop.

Figure 5-3: Assumptions and Constraints Analy sis Template

Assumption or constraint

Could this  
assumption/ 
constraint prove 
false? (Y/N)

If false,  
would  
it affect  
proj ect?  
(Y/N)

Convert  
to a risk?

Instructions:
List all proj ect assumptions and constraints in the left- hand column.

Identify  whether each might prove false (Y/N), and  whether a false assumption/
constraint might affect the proj ect (Y/N).

Where both answers are Yes, mark the assumption/constraint as a risk.

Implicit assumptions and constraints must be exposed as much as pos si ble dur-
ing the risk workshop.  These can be identified in a short discussion structured 
around  either the RBS or WBS and facilitated by the risk champion, who en-
courages participants to challenge the accepted proj ect bound aries. Figure 5-3 
pre sents a template for recording identified assumptions and constraints.
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Figure 5-4: Examples of Risk Metalanguage

The risk metalanguage provides a three- part structured description of a risk, 
which separates cause, risk, and effect as follows:

“As a result of <cause>, <risk> may occur, which would lead to <effect on 
objective(s)>.”

Example risk descriptions linking  these three ele ments using risk metalanguage 
might be

Cause (a definite fact)
Risk (an uncertain  
event or set of  
circumstances)

Effect (a direct 
impact on a proj ect 
objective)

As a result of using novel 
hardware . . .  

 . . .  unexpected system 
integration errors may 
occur . . .  

 . . .  which would lead  
to overspending on the 
proj ect.

 Because our organization 
has never done a proj ect 
like this before . . .  

 . . .  we might misunder-
stand the customer’s 
requirement . . .  

 . . .  which would mean 
that our solution would 
not meet the quality 
ac cep tance criteria.

We have to outsource 
production . . .  

 . . .  [so] we may be able 
to learn new practices 
from our selected 
partner . . .  

 . . .  which would lead to 
increased productivity 
and profitability.

 Because we have no 
experience using  
this technology . . .  

 . . .  we might not have 
the necessary skilled 
staff to carry out the 
design work . . .  

 . . .  which would lead to 
a delay in the proj ect 
while we train our staff 
or recruit new skilled 
staff and increased 
costs (due to the delay).

The proj ect is planned  
to take place during  
the summer . . .  

 . . .  skilled student  
 labor might be available 
to recruit . . .  

 . . .  which would mean 
that time can be saved 
on all activities that take 
place over that period, 
leading to an  earlier 
completion date.

 Because  there are three 
other proj ects taking place 
in the same time frame . . .  

 . . .  we may be able to 
utilize skilled staff as 
they become available 
from another proj ect . . .  

 . . .  which would allow 
us to deliver early to  
the customer.
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80 part ii: applying atom to a medium- sized proj ect

Inputs
 Because the Assessment step is the second part of the risk workshop, many inputs 
are carried over from the Identification step.  These include the Risk Management 
Plan for the proj ect (see Chapter  4), which not only lists the proj ect objectives 
against which risks have been identified, but also sets out the agreed- upon scales 
for probability and impacts to be used during the Assessment step. Examples of 
 these are in Figure 6-2. In addition, the Risk Management Plan defines the risk 
thresholds to be used in setting zones on the Probability- Impact Matrix.

The RBS defined in the Risk Management Plan might have been used as a 
structure for the risk identification part of the workshop. It can now also be used 
to categorize identified risks to determine  whether  there are any common  causes. 
In the same way, the proj ect WBS provides a framework for mapping the ef-
fects of risks to determine  whether any parts of the proj ect are particularly ex-
posed to risk.

Figure 6-1: Flowchart for the Assessment Step

Risk
Management

Plan

Assess
P & I

Categorize
Risks

Nominate
Risk
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RBS
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P-I Scales

Initial
Risk

Register

Double
P-I Matrix

RBS/WBS
Categorization

Prioritized
List

Top Risk
List

Escalated
Risks

• Double Probability-Impact Matrix showing number of risks per 
cell—in some cases, the risk management tool may produce this 
automatically.

 These inputs, activities, and outputs are illustrated in Figure 6-1 and described 
in detail in the following sections.
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The consolidated list of identified risks produced during Identification is 
clearly the key input to this Assessment step. It is therefore of paramount im-
portance that risks have been properly described using the risk metalanguage 
of cause, risk, and effect. Without proper descriptions, assessing risks with any 
confidence is not pos si ble.

The same risk management tool is usually used to support the  whole risk 
pro cess. If the tool was used to rec ord identified risks and initial responses dur-
ing the Identification part of the workshop, it can now be used to rec ord assess-
ments of probability and impact(s) for each risk, as well as the nominated risk 
owner and any modifications to risk descriptions that may arise during the As-
sessment step.

Activities
The prime activity is the continuation of the risk workshop used to identify 
risks— see Figure 5-2 for a sample agenda. Assessment step activities are divided 
into the risk workshop itself and post- workshop activities.

THE RISK WORKSHOP (CONTINUED)
An under lying assumption of the ATOM risk pro cess is that the same risk work-
shop is used for both Identification and Assessment, with the same group of 

Figure 6-2: Example of Project- Specific Probability- Impact Scales

Scale Probability
+/− Impact on proj ect objectives

Time Cost Quality

VHI 71–99% >20 days >$200K Very significant 
impact on overall  
functionality

HI 51–70% 11–20 days $101K– $200K Significant impact 
on overall  
functionality

MED 31–50% 4–10 days $51K– $100K Some impact in 
key functional 
areas

LO 11–30% 1–3 days $10K–$50K Minor impact  
on overall 
functionality

VLO 1–10% <1 day <$10K Minor impact on 
secondary 
functions

NIL <1% No change No change No change in 
functionality
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 6. understand the exposure (assessment) 83

ever, if  there is a large difference of opinion between workshop attendees, the 
facilitator clarifies the under lying reasons and seeks consensus, which may be 
due to the effect of subconscious biases (see Chapter 16).

Once workshop attendees have agreed on the probability and impact(s) of 
each risk, the risks are plotted on the double Probability- Impact (P- I) Matrix to 
determine their priority. The matrix is drawn on a flip chart, and as each risk is 
assessed, its identifier number is entered into the appropriate matrix cell. The 
P- I Matrix is typically divided into three zones, using a traffic- light system: red, 
or high priority; amber, or medium priority; and green, or low priority. The 
thresholds for  these zones are defined in the Risk Management Plan (see 
Chapter 4). The double P- I Matrix shows threats on the left side and opportuni-
ties on the right, with the worst threats and best opportunities appearing in the 
red zone at the center of the matrix. An example is shown in Figure 6-3.

Figure 6-3: Double Probability- Impact Matrix
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= “red” risks = “amber” risks = “green” risks

It is also pos si ble to refine the prioritization of risks beyond just three pri-
ority zones. A P- I scoring scheme can calculate a risk score for each risk, based 
on the assessed probability and impacts. Figure 6-4 shows the ATOM P- I scoring 
scheme; the resulting scores for the double P- I Matrix are shown in Figure 6-5. If 
a risk affects more than one objective, its risk score is set using the objective with 
the highest impact.

In the unlikely event that reaching agreement on assessments of probabil-
ity and impact during the workshop proves impossible, then the highest esti-
mates of both are recorded. This maximizes the level of attention given to  these 
uncertain risks, rather than underplaying them. In  these cases, the nominated 
risk owner (see Nomination of Risk  Owners below) is tasked to clarify the risk 
and produce an agreed- upon assessment as soon as pos si ble  after the workshop.
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84 part ii: applying atom to a medium- sized proj ect

Figure 6-4: Probability- Impact Scoring Scheme

Rank Probability Impact

VHI 0.9 0.8

HI 0.7 0.4

MED 0.5 0.2

LO 0.3 0.1

VLO 0.1 0.05

Figure 6-5: Probability- Impact Scoring Scheme on Double  
Probability- Impact Matrix
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If  there is a tie between two or more risks, two basic rules should be fol-
lowed in order to differentiate between them:

• In a tie between two risks where one risk impacts only one objective 
and the other impacts more than one objective, then the multiple- 
impact risk is the most impor tant.

• If both risks impact more than one objective, then the impact on the 
second objective should be considered; the higher second- impact 
score determines the more impor tant risk.

Proprietary risk management tools commonly implement a P- I scoring 
scheme automatically to prioritize risks; however, if a bespoke spreadsheet or 
database tool is used, then the scoring scheme must be created in the tool.

Assessments of probability and impacts for each risk ideally are entered into 
the risk management tool during the workshop, preferably by a scribe rather than 
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Figure 6-6: RBS Categorization

Level 0 Level 1 Level 2

PROJ ECT  
RISK  
68 risks

1.  TECHNICAL 
CONTENT  
37 risks

1.1  SCOPE DEFINITION
1.2  TECHNICAL INTERFACES
1.3  TEST & ACCEPTANCE
1.4  BUSINESS PROCESSES
1.5 SDLC
1.6 DATA MIGRATION
1.7 KNOWLEDGE TRANSFER
1.8  ORGANIZATIONAL CHANGE 

MGT
1.9 HARDWARE ACQUISITION

8 risks
4 risks
10 risks
2 risks
4 risks
5 risks
3 risks
0 risks

1 risk

2.  MANAGEMENT  
24 risks

2.1  SUPPLIER/CUSTOMER 
RELATIONSHIP

2.2 RESOURCING
2.3 COMMUNICATION
2.4  PROGRAM MGT  

ORGANIZATION
2.5  FACILITIES &  

INFRASTRUCTURE

3 risks

8 risks
2 risks
8 risks

3 risks

3.  COMMERCIAL  
7 risks

3.1 CONTRACT MANAGEMENT
3.2 SUBCONTRACT ISSUES

5 risks
2 risks

Figure 6-7: WBS Categorization (Level 2 Only)

Level 0 Level 1 Level 2

PROJ ECT

1. SOFTWARE

1.1 REQUIREMENTS
1.2 PROGRAMMING
1.3 USER TESTING
1.4 TRAINING
1.5 WARRANTY SUPPORT

18 risks
10 risks
6 risks
7 risks
2 risks

2.  HARDWARE  
and COMMS

2.1 SPECIFICATIONS
2.2 PROCUREMENT
2.3 ASSEMBLY
2.4 LOAD TESTING
2.5 USER TESTING
2.6 WARRANTY SUPPORT

10 risks
8 risks
1 risk
2 risks
4 risks
2 risks

3.  MANAGEMENT and 
COMMERCIAL

3.1  PROJ ECT  
MANAGEMENT

3.2  COMMERCIAL  
MANAGEMENT

3.3 COMMUNICATION

4 risks

3 risks

6 risks
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Figure 6-8: RBS Categorization by P- I Score

Level 0 Level 1 Level 2

PROJ ECT 
RISK 
4.28

1.  TECHNICAL 
CONTENT  
2.55

1.1 SCOPE DEFINITION
1.2 TECHNICAL INTERFACES
1.3 TEST & ACCEPTANCE
1.4 BUSINESS PROCESSES
1.5 SDLC
1.6 DATA MIGRATION
1.7 KNOWLEDGE TRANSFER
1.8  ORGANIZATIONAL CHANGE 

MGT
1.9 HARDWARE ACQUISITION

0.55
0.48
0.62
0.06
0.48
0.20
0.15
0.00

0.01

2.  MANAGEMENT  
1.47

2.1  SUPPLIER/CUSTOMER  
RELATIONSHIP

2.2 RESOURCING
2.3 COMMUNICATION
2.4  PROGRAM MGT  

ORGANIZATION
2.5  FACILITIES &  

INFRASTRUCTURE

0.25

0.41
0.08
0.46

0.27

3.  COMMERCIAL  
0.26

3.1 CONTRACT MANAGEMENT
3.2 SUBCONTRACT ISSUES

0.20
0.06

A final impor tant part of risk categorization is separating threats and op-
portunities and producing diff er ent hot- spot analyses for each, rather than com-
bining them into a single assessment.

Agreed- upon categorizations for each risk ideally are entered into the risk 
management tool during the workshop; if this is not pos si ble, data is recorded 
immediately  after the workshop (see below).

Nomination of Risk  Owners The final ele ment of the risk workshop is to 
nominate a risk owner for each risk. The target is to have an agreed- upon risk 
owner for  every risk by the end of the workshop. If time is  limited, at a mini-
mum, risk  owners must be assigned to all high- priority risks ( those that are in 
the red zone of the P- I Matrix) during the workshop.

A risk owner is the person within the proj ect best placed to manage the risk. 
It is essential that this is a named individual, not a group of  people or a func-
tional department. The workshop participants agree on each nominated risk 
owner. Most potential risk  owners are likely to be at the workshop. However, if 
this is not the case, the proposed risk owner is contacted by the risk champion 
as soon as pos si ble  after the workshop in order to gain his or her agreement.
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90 part ii: applying atom to a medium- sized proj ect

Figure 6-9: Data Fields in a Typical Risk Register

Header information

Proj ect title, proj ect reference number (where used), phase
Proj ect Man ag er
Client
Risk Register issue number, date
Date of most recent risk review

Risk identification data

Unique risk identifier
Date identified
Threat/opportunity indicator
Short risk title
Full risk description (cause/risk/effect)
Risk source (RBS ele ment)
Proj ect area affected (WBS ele ment)
Risk Owner
Risk status (Draft, Active, Closed, Deleted, Expired, Occurred)

Risk assessment data

Probability/frequency of occurrence (current, pre- response)
• VLO, LO, MED, HI, VHI

Impact on each proj ect objective (current, pre- response)
• VLO, LO, MED, HI, VHI
• Verbal description of impact

Overall risk ranking
• Red/Yellow/Green (or similar)
• Risk Score (calculated from probability and impact)

Risk response data

Risk response strategy
Risk actions each with an Action Owner and target completion date
Risk action status

Double P- I Matrix A double P- I Matrix shows the number of risks in each 
cell, the total P- I score, or both; see Figure 6-10. This matrix clearly illustrates 
the risk exposure of the proj ect by showing the distribution of risks across the 
P- I Matrix. A high density of risks in the red zone clearly indicates a risky or 
highly uncertain proj ect. However, this initial post- assessment version of the P- I 
Matrix shows the risk distribution only prior to Response Planning. A useful 
comparison can be made if the same output is produced taking into account 
planned responses (see Chapter 7).
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 6. understand the exposure (assessment) 91

Summary
The Assessment step prioritizes the identified risks so that the impor tant or high- 
priority ones can be addressed first, and ensures that appropriate risk  owners 
are nominated. Both actions are fundamental inputs to Response Planning. Car-
rying out the Assessment step requires the following activities:

• Assess probability for each risk based on a five- point scale
• Assess impact(s) for each risk based on a five- point scale
• Combine probability and impact to provide an overall probability- 

impact score, which  will be used to determine priority
• Categorize risks using the RBS ( causes) and WBS (effects) to deter-

mine “hot spots”
• Nominate risk  owners, who  will  later develop appropriate risk 

responses and appoint Action Owners
• Rec ord all additional risk data in the risk management tool
• Prepare a set of outputs that  will inform the continued risk manage-

ment pro cess as well as the overall proj ect management pro cess.

Once the Assessment step of the First Risk Assessment is complete, it is pos si-
ble to move on to the preparation of responses, as described in the next chapter.

Figure 6-10: Double Probability- Impact Matrix Showing Risk Density
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Example
Number of risks = 2

Total PI score = 0.09

501-86027_ch01_6P.indd   91 8/3/20   8:45 PM



94 part ii: applying atom to a medium- sized proj ect

Inputs
Like other steps in the risk pro cess, the Risk Management Plan defines the de-
tail for the risk pro cess as it is to be applied to this proj ect. Where necessary, the 
risk champion refers to the Risk Management Plan to clarify the requirements 
for this step.

The Assessment step allows identified risks to be prioritized, using the 
Probability- Impact (P-I) Matrix, into at least three groups (red or high priority, 
amber or medium priority, green or low priority), and possibly with more de-
tailed prioritization using a P- I scoring scheme, as discussed in Chapter 6. Assess-
ment also allocates to each identified risk a single risk owner, who is responsible for 
determining how the risk  will be managed. This information is held in the Risk 

Figure 7-1: Flowchart for the Response Planning Step
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96 part ii: applying atom to a medium- sized proj ect

CONDUCTING RISK INTERVIEWS
At the start of each interview, the risk champion confirms the interview’s pur-
pose and agenda, and emphasizes its confidential nature. For each risk, the risk 
owner, in discussion with the risk champion,  will:

• Select an appropriate response strategy
• Identify pos si ble actions to implement that strategy
• Assign Action Owners to each action
• Assess post- response probability and impacts
• Identify any secondary risks.

Any valid risks that are outside of the remit of the proj ect in question should 
have been escalated as part of the Assessment step. However, it is pos si ble that 

Figure 7-2: Generic Response Strategies

Generic responses to threats

Avoid— A response to a threat that eliminates  either its probability or impact on 
the proj ect. This can often be achieved by changing the proj ect management plan 
for the proj ect or by addressing the cause of the risk.

Transfer— A response to a threat that transfers the risk to a third party who is 
better able to manage it. The act of transfer does not itself change the risk, but the 
new owner should be able to take action to avoid or reduce it.

Reduce— A response to a threat that reduces its probability and/or impact on the 
proj ect, aiming to reduce the risk to an acceptable level. This may be achieved by 
addressing key risk  drivers.

Generic responses to opportunities

Exploit—A response to an opportunity that ensures that the opportunity is taken 
by guaranteeing that it  will definitely occur.

Share— A response to an opportunity that shares the risk with a third party better 
able to manage it,  either by exploiting or enhancing the opportunity.

Enhance—A response to an opportunity that increases its probability and/or 
impact on the proj ect.

Generic response to threats and opportunities

Accept—A response where  either no course of action is taken (perhaps  because 
it is not worth  doing anything or it is not pos si ble to), or responses are designed 
that are contingent upon a change in circumstances. Alternatively, a contingency 
reserve (time, money, and resources) can be established to deal with the risk 
should it occur.
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98 part ii: applying atom to a medium- sized proj ect

development of a contingency plan, taking into account the effect of the risk as 
defined in the risk metalanguage.

Figure 7-3: Priorities for Selecting Response Strategies

Priority Threat strategy
Opportunity 
strategy

1 AVOID EXPLOIT

2 TRANSFER SHARE

3 REDUCE ENHANCE

4 ACCEPT

 Factors to be considered when deciding which strategy is appropriate in-
clude:

• Manageability. To what extent can the risk be influenced?
• Impact severity. Can the impact be borne if the risk occurs, or is the 

potential impact so severe that something has to be done?
• Resource availability. Are resources available to implement the 

chosen response within the desired time frame?
• Cost effectiveness. Can the desired effect on the risk be achieved at a 

reasonable cost?

For each risk, a single response strategy is selected that represents the cur-
rent best choice for managing the risk effectively. This recognizes that a diff er-
ent strategy may be selected in the  future if the one first chosen proves in effec tive, 
but at this stage in the pro cess each identified risk must have just one strategy.

Next, the risk owner determines specific actions that could be implemented 
to achieve the selected strategy.  These are described in as much detail as pos si-
ble, ideally including what is to be done, by whom, when, and at what cost, and 
with completion criteria. The aim is to define each action at the same level of 
detail and as a normal activity in the proj ect schedule. A particularly impor-
tant step is to nominate suitable  owners for each action (Action Owners) who 
have the necessary skills and experience to perform the action effectively.

 After defining actions, the risk owner provides an assessment of the risk, 
assuming that the actions are completed successfully. Using the same P- I scales 
from the risk workshop, the post- response probability of occurrence and im-
pacts on objectives for the risk are estimated. This gives an indication of how 
“risk- effective” the proposed actions are expected to be, and  whether additional 
actions are required.
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Fi nally, the risk owner considers  whether the proposed actions  will intro-
duce secondary risks, defined as risks that arise from implementation of an 
agreed- upon response to another risk, as illustrated in Figure 7-4. Of course, a 
secondary risk can be  either a threat or an opportunity. Where such secondary 
risks are identified, the risk owner and the risk champion together:

• Produce an agreed- upon risk description for the secondary risk, 
using the metalanguage, with the action recorded as the cause of the 
secondary risk

• Assess the probability and impacts of the secondary risk against the 
agreed- upon scales

• Select an appropriate response strategy for the secondary risk, and 
determine actions with nominated Action  Owners.

Figure 7-4: Secondary Risks

Treated RiskRESPONSEOriginal Risk

Secondary Risk

At this point the risk owner and risk champion may decide that the second-
ary risks associated with the proposed actions make them infeasible (particu-
larly where significant additional threats would be introduced), in which case 
the proposed actions are rejected and new ones developed; in some cases, this 
requires se lection of an alternative response strategy. If, however, it is de cided 
to proceed with the actions as originally planned, the associated secondary risks 
are recorded in the Risk Register and treated as any other risks.

 After all risks have been considered, the risk champion asks  whether the risk 
owner is aware of any additional risks in his or her area of responsibility that 
are not currently captured in the Risk Register. Any new risks are identified and 
assessed, and responses and actions developed.

The outcome from this discussion is captured by the risk champion during 
the interview, preferably directly into the risk management tool being used to 
support the proj ect risk pro cess. Where direct data entry is not pos si ble, the risk 
champion takes full notes during the interview and transfers them into the tool 
immediately following the interview.
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100 part ii: applying atom to a medium- sized proj ect

POST- INTERVIEW ACTIONS
 After each interview is complete, the risk owner is responsible for liaising with 
nominated Action Owners to ensure that they agree with the proposed action 
and accept responsibility for its implementation. Risk  owners and Action Own-
ers together may decide to refine actions at this point, and the risk owner informs 
the risk champion of any agreed- upon changes.

 After feedback from risk  owners that all Action Owners have accepted their 
proposed actions, the risk champion ensures that the Risk Register is updated 
to reflect the strategy and agreed- upon actions. The risk champion also uses the 

Figure 7-5: Pre-  and Post- Response P- I Matrices
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104 part ii: applying atom to a medium- sized proj ect

Reporting requires the following activities:

• Produce the full risk report, first as a draft to be reviewed, then 
issued in final form

• Generate extracts and other reports as required
• Distribute reports to proj ect stakeholders.

The Reporting step produces the following output:

• Full risk report and extracts.

 These inputs, activities, and outputs are illustrated in Figure 8-1 and described 
in detail in the following sections.

Figure 8-1: Flowchart for the Reporting Step

Risk
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P-I
Matrices

Risk
Register

Produce
Risk

Report

Risk
Report

Risk
Report

Extracts

Inputs
The Risk Management Plan defines the proj ect’s reporting requirements. Where 
necessary, the risk champion refers to the Risk Management Plan to clarify  these 
requirements. The proj ect communication plan, if one exists, should also be con-
sulted,  because it may give more details on the precise information needs of 
proj ect stakeholders.

The risk champion uses the results of the preceding steps in the risk pro-
cess to generate the risk report and other reporting outputs. Most of  these re-
sults are captured in the Risk Register, or they may be produced directly from 
it ( either manually or as outputs from the risk management tool), though some 
additional analy sis results may be documented elsewhere. Analy sis outputs 
that are used in addition to the Risk Register to compile the risk report include 
Probability- Impact Matrices showing both pre- response and post- response as-
sessments, prioritized lists of risks, and vari ous groupings of risks (for example, 
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 8. spread the word (reporting) 107

Figure 8-2: Sample Contents List for a Full Risk Report

EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

PROJ ECT STATUS SUMMARY

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND  OWNERS

DETAILED RISK ASSESSMENT
  High/Medium/Low Risks
  Causal Analy sis (Mapped to RBS)
  Effects Analy sis (Mapped to WBS)

CONCLUSIONS AND RECOMMENDATIONS

APPENDICES
  COMPLETE RISK REGISTER
  PRIORITIZED RISK LIST
  [OTHER RESULTS AS REQUIRED]

tions of risk exposed during the categorization analy sis, indicating 
any  causes that could give rise to a large number of threats or oppor-
tunities, as well as any areas of the proj ect that could be affected by 
significant levels of threat or opportunity.

• Top risks, actions, and  owners. In this section, lists of the top 
threats and opportunities are presented in priority order. Some 
proj ects prefer to use a combined list of “top risks,” containing both 
threats and opportunities, and  others like to see a “worst threats” list 
and a “best opportunities” list.  These lists commonly pre sent the 
“top 10,” but a suitable number should be chosen to ensure that all 
the worst threats and best opportunities are included.  These are 
discussed in turn in this section, and their  causes and effects, 
planned actions with their  owners, and expected changes are de-
tailed. Significant groupings within the top- risk lists are noted, for 
example, if five of the top threats relate to requirements uncertainty, 
or if the best three opportunities all concern the same supplier.

• Detailed risk assessment. This is the main analy sis section of the 
report, where the risk exposure is considered in detail. Discussion 
includes the numbers of risks in the red/amber/green categories, as 
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112 part ii: applying atom to a medium- sized proj ect

be discussed. This informs what information needs to be gathered as part of the 
Implementation step.

Figure 9-1: Flowchart for the Implementation Step
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The Risk Register is also a key input to the Implementation step, and at this 
point in the ATOM pro cess, it contains a complete set of data for each identi-
fied risk. This includes the name of the risk owner responsible for overall man-
agement of each risk and the names of the action own er(s) responsible for 
implementing  those actions needed to realize the response strategy.

As in previous steps, it is assumed that a risk management tool is being used 
to support the ATOM risk pro cess, and this is a key input to this step.

Activities
Implementation is a continuous pro cess that takes place throughout the life of 
the proj ect, which reflects the fact that many identified actions  will not need to 
be carried out immediately, but  will be scheduled to take place in the  future. 
However, it is impor tant that all in- progress actions are reviewed and their sta-
tus reported as part of the normal reporting cycle of the proj ect.

The risk champion oversees implementation of responses and actions, draw-
ing on information provided by risk  owners, and reports the status of each risk 
to the proj ect man ag er and other key stakeholders. The risk champion also en-
sures that any new or secondary risks that are identified are properly described 
and assessed, and that they have a nominated risk owner with an agreed- upon 
response strategy and actions.
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 9. just do it (implementation) 115

In addition to the overall status of the risk, the risk owner considers all other 
information about the risk, and ensures that the Risk Register contains the lat-
est information, including:

• The risk’s current probability and impact (probabilities and impacts 
can go up or down)

• Pro gress on all agreed- upon actions
• Changes to the risk owner or action  owners
• Changes to the response strategy or new actions.

Figure 9-2: Relationship between Risk Status Values (adapted from Hillson 2004)
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• Closed: This only applies to threats for which the response has been 
fully effective and can no longer affect the proj ect. Opportunities 
cannot be marked as closed,  because they  will remain active  until 
they have  either occurred, expired, or been deleted.

• Occurred: The risk has happened, and the proj ect is experiencing 
the impact. It is, of course, desirable for an opportunity to occur and 
undesirable for a threat to occur. Occurred status might result if the 
response to a threat proved in effec tive or the response to an oppor-
tunity was successful. (Note that when a threat has occurred, it is 
converted to an issue or prob lem and managed accordingly. When 
an opportunity has occurred, the additional benefits must be recog-
nized and managed.)
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118 part ii: applying atom to a medium- sized proj ect

The ATOM Major Review aims to:

• Review all current risks and any other risks raised since the last 
formal review

• Identify new risks (including secondary risks)
• Update the Risk Register

Figure 10-1: Differences between Major and Minor Reviews

Activity Major review Minor review

Review existing risks All risks plus 
secondary risks

Red risks  
(amber if time)

Identify new risks Brainstorming, 
assumptions/
constraints, 
checklist

Facilitated team 
discussion

Assess new risks Using P-I scales Using P-I scales

Response planning— 
strategy and  owners

Interview

Response planning— 
actions

Post interview 
discussions

Post meeting 
discussions

Report Full report Summary report

Other activities Pro cess check None

Duration ½ day 1 day
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Figure 10-2: Relation between Major and Minor Reviews
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Many of the Major Review workshop tasks are identical to  those that make 
up the initial risk identification and assessment workshop and are summarized 
 here (for detailed descriptions, see Chapters 5 and 6).

PRE- WORKSHOP PREPARATION
This includes agreeing on attendees, preparing and distributing a workshop 
agenda (see Figure  10-4), and circulating pre- workshop briefing material; 
this material might include workshop objectives and current proj ect status 
reports. Risk  owners also receive a list, in priority order, of all the risks for 
which they are responsible. (The risk management tool should produce  these 
filtered and sorted lists automatically.) Risk  owners should review their risks 

Figure 10-3: Flowchart for Major Review Step
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122 part ii: applying atom to a medium- sized proj ect

The risk champion also prepares for himself and the proj ect man ag er a pri-
oritized list of all active risks, extracted from the Risk Register, showing key de-
tails for each risk such as the risk description, probability and impacts, risk owner, 
risk action own er(s), agreed- upon response strategy and associated actions, and 
last reported status. A list of all draft risks taken from the Risk Register is also 
prepared for review at the meeting; this list may be  either circulated in advance 
or handed out at the meeting.

THE MAJOR REVIEW WORKSHOP
The Major Review workshop is usually facilitated by the risk champion, although 
it is pos si ble to use a specialist facilitator, and includes the following ele ments.

Initial Scene Setting If necessary, the workshop begins by introducing par-
ticipants to one another and confirming the proj ect objectives. The risk cham-
pion also pre sents a brief summary of the risk management pro cess, if required. 
 These steps are not necessary when the proj ect team is stable and participants 
have been involved in previous risk workshops.

The risk champion outlines the purpose, scope, and ground rules of the 
workshop, clarifying what is expected from the participants and what outputs 
should result. The proj ect man ag er then pre sents a brief summary of the cur-
rent status of the proj ect, highlighting any current issues that workshop par-
ticipants need to know when identifying risks.

Review all Current Risks The first main task during the Major Review work-
shop is to review existing risks. To ensure that effort is spent on the most impor tant 

Figure 10-4: Sample Agenda for a Major Review Workshop

Time  
allowance 
(hours)

Content

½ 1. Initial scene setting

3 2. Review current risks

1 3. Review draft risks

1 4. Consider new risks

– 5. Update Risk Register (done during steps 1–4)

½ 6. Review risk pro cess effectiveness

¼ 7. Close workshop

in advance of the meeting and be prepared to comment on the current status 
of each one.

501-86027_ch01_6P.indd   122 8/3/20   8:45 PM



126 part ii: applying atom to a medium- sized proj ect

A Major Review also considers the effectiveness of the risk management pro-
cess. If modifications are required to the current pro cess,  these  will be reflected 
in a revised Risk Management Plan.

Figure 10-5: Sample Metrics to Mea sure Risk Exposure

Number of opportunities occurred

0
2
4
6
8

10

1 2 3 4 5 6 7 8 9 101112131415161718
Reporting period

N
um

be
r

Number of threats occurred

0
2
4
6
8

10

1 2 3 4 5 6 7 8 9 101112131415161718
Reporting period

N
um

be
r

Number of threats closed

0
2
4
6
8

10
12

1 2 3 4 5 6 7 8 9 101112131415161718
Reporting period

N
um

be
r

Number of risks raised

0
2
4
6
8

10

1 3 5 7 9 11 13 15 17
Reporting period

N
um

be
r Threats

Opportunities

Summary
A Major Review ensures that the risk pro cess is being carried out efficiently and 
effectively, updating the Risk Register to reflect the current risk exposure of the 
proj ect. The Major Review contains the same steps as the First Risk Assessment 
but on a reduced scale and in a compressed time frame. The following activities 
are required:

• Prepare for and facilitate a risk workshop
• Review all current risks and newly raised risks to determine their status
• Identify, describe, and assess new risks; appoint risk  owners and 

develop responses
• Update the Risk Register
• Revise and define risk actions and appoint action  owners
• Update the proj ect plan to take into account risk actions
• Draft and distribute a full risk report and other information needed 

for proj ect reporting
• Consider the efficiency and effectiveness of the risk management 

pro cess.

Major Reviews take place at the frequency set out in the Risk Management Plan, 
continuing  until the Post- Project Review takes place as part of proj ect closedown.
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 11. ongoing updates (minor reviews) 129

porated into this cycle to ensure that risk management is seen as an integral part 
of the overall proj ect management pro cess.

Figure 11-1: Flowchart for Minor Review Step
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The Risk Register contains a complete set of data for each identified risk, 
including risk  owners, action  owners, and the current status of each risk. In ad-
dition, any risks identified since the last risk review  will be included in the Risk 
Register with draft status.

A key input to the Minor Review is an overview of the current status of the 
proj ect, which is provided by the proj ect man ag er, indicating changes to the proj-
ect that could directly affect existing risks.

As in previous steps, it is assumed that a risk management tool is used to 
support the ATOM risk management pro cess and that this tool  will be avail-
able when required.

Activities
The Minor Review is conducted through a risk review meeting, which requires 
a number of pre- meeting activities and post- meeting tasks. The risk champion 
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130 part ii: applying atom to a medium- sized proj ect

is responsible for  either performing  these activities or ensuring that they are 
carried out by  others (e.g., risk  owners), and he or she usually facilitates the risk 
review meeting.

PRE- MEETING PREPARATION
The proj ect man ag er, risk champion, other members of the proj ect core team 
(usually  those who report directly to the proj ect man ag er), and all risk  owners 
attend the risk review meeting. The proj ect sponsor is also invited, though his 
or her presence is not mandatory.

In preparation for the meeting, a formal agenda is prepared and circulated 
to all attendees; Figure 11-2 illustrates a typical agenda for a half- day risk re-
view meeting. In addition to the meeting agenda, risk  owners receive a priori-
tized list of all the active risks for which they are responsible, which should be 
automatically available from the risk management tool. Risk  owners should re-
view their risks in advance of the meeting and be prepared to comment on the 
current status of each one.

The risk champion also prepares a prioritized list of all active and draft risks 
for review at the meeting.

Figure 11-2: Sample Agenda for a Half- Day Risk Review Meeting

Time  
allowance  
(hours)

Content

¼ 1. Introductions

2 2. Review red risks

½ 3. Review draft risks

½ 4. Consider new risks

5. Review amber risks if time permits

6. Update Risk Register (done during  earlier steps)

¼ 7. Close meeting

THE RISK REVIEW MEETING
The risk champion facilitates the review meeting and addresses the following 
topics.

Introductions If the risk review meeting takes place as part of a routine proj-
ect pro gress meeting, the risk champion  will not need to set the scene  because 
this  will have been done by the proj ect man ag er  earlier in the meeting. If the 
risk review meeting is stand- alone, the proj ect man ag er gives a short commen-
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• Overall risk status. A short summary is presented of the current 
level of risk exposure for this proj ect.

• Top risks, actions, and  owners. This section lists the top threats and 
top opportunities in priority order, often as a “top 10,” although all 
the worst threats and best opportunities are listed.  These are 
discussed, including analy sis of  causes and effects, planned actions 
with  owners, and expected changes.

• Changes since last review. It is impor tant to communicate  whether 
the risk exposure has improved or worsened since the last review. This 
section of the report highlights changes, presenting metrics such as the 
numbers of risks closed or deleted, how many threats have impacted 
the proj ect, how many opportunities have been realized, the number 
of new risks raised,  etc. See Figure 10-5 for example outputs.

• Conclusions and recommendations. This section pre sents conclu-
sions at a summary level, together with key recommendations.

• Appendix. The complete Risk Register is included, listing full details 
of  every active risk in priority order.

Figure 11-3: Sample Contents List for a Summary Risk Report

EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND  OWNERS

CHANGES SINCE LAST REVIEW

CONCLUSIONS AND RECOMMENDATIONS

APPENDIX
  COMPLETE RISK REGISTER IN PRIORITY ORDER

Having drafted the summary risk report, the risk champion submits it to 
the proj ect man ag er for review and comment to ensure that it is a true sum-
mary of the risk review meeting. The risk champion and proj ect man ag er to-
gether agree on any changes required to the draft summary risk report; the risk 
champion implements  these changes and then issues the report. The summary 
risk report is distributed to the proj ect man ag er, proj ect sponsor, key proj ect 
team members, all risk  owners, and other key stakeholders.

Additional outputs from the Minor Review include inputs to proj ect review 
meetings and periodic proj ect reports, most likely in the form of customized 
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Post- Project Review produces the following outputs:

• When the proj ect life cycle includes its own post- project review, 
ATOM contributes the risk section for the post- project report, 
capturing risk knowledge and experience in a structured way to 
benefit  future similar proj ects. If  there is no planned post- project 
review for the proj ect, a separate risk lessons report is produced.

• Final Risk Register, showing the status of all identified risks at the 
end of the proj ect.

 These inputs, activities, and outputs are illustrated in Figure 12-1 and described 
in detail in the following sections.

Figure 12-1: Flowchart for the Post- Project Review Step
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Inputs
The main input to the Post- Project Review step is the Risk Register from the 
most recent risk review, since this contains full historical information on all 
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sence of a post- project review meeting for the  whole proj ect, the proj ect man-
ag er calls a separate meeting dedicated to addressing risk management on the 
proj ect.

The following activities apply equally to a risk section within a post- project 
review meeting, or to a specific risk meeting.

Figure 12-2: Typical Agenda for a Post- Project Review Meeting

Time  
allowance  
(hours)

Content

¼ 1. Introductions

½ 2. Review final Risk Register

2 3. Identify risk- related “lessons to be learned”

½ 4. Summarize “lessons to be learned”

¼ 5. Close the meeting

PREPARE MEETING INPUTS
The risk champion prepares an information pack for meeting attendees and cir-
culates it in advance of the meeting along with an agenda (see Figure 12-2 for a 
sample agenda). The most impor tant item in this pack is the latest Risk Regis-
ter, but it should also include the RBS and risk checklist used during the risk 
pro cess. In addition to this raw data, the risk champion may wish to include 
the most recent risk report or its executive summary, or a separate narrative as 
described above.

If the proj ect is conducting its own post- project review, other items for re-
view include:

• Issue log for the completed proj ect, if it exists
• Change log for the completed proj ect
• Final proj ect schedule and final outturn cost.

If  these are not supplied, or if a separate risk meeting is being held, the risk cham-
pion obtains them for inclusion in the pre- meeting briefing pack.

HOLD POST- PROJECT REVIEW MEETING
Introductions The proj ect man ag er (or an external third- party facilitator) 
chairs the post- project review meeting, following the usual meeting ground rules 
and etiquette. During the risk section of the meeting, the risk champion pre-
sents the main points from the risk information supplied in the pre- meeting 
briefing pack, assuming that all attendees have read the information.
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The challenge is to reduce pro cess complexity without making the result-
ing pro cess inadequate to the task—to simplify without becoming simplistic.

ATOM for small proj ects follows the same generic risk pro cess (see Fig-
ure 13-1), but each step is reduced to minimize the time and effort required 
without cutting impor tant tasks. This chapter works through the steps in the 
ATOM risk pro cess and pre sents changes to the standard approach previously 
described for medium proj ects. (For further details of the standard approach, 
refer to the appropriate chapter in Part II.)

Figure 13-1: Steps in the ATOM Pro cess

INITIATION
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ASSESSMENT

RESPONSE
PLANNING

REVIEW

POST-PROJECT
REVIEW

REPORTING

QUANTITATIVE
RISK ANALYSIS

IMPLEMENTATION

FIRST RISK ASSESSMENT

As for medium proj ects, the ATOM pro cess for small proj ects is iterative, 
starting with the Initiation step, followed by the First Risk Assessment, with reg-
ular reviews throughout the proj ect life cycle, and ending with the Post- Project 
Review step, as illustrated in Figure 13-2.

Initiation
The purpose of the Initiation step is to define the scope and objectives of the 
risk pro cess as they  will be applied to this proj ect, and to allocate roles and re-
sponsibilities for risk management. Decisions made during the Initiation step 
are documented in a Risk Management Plan, so all proj ect stakeholders know 
how risk  will be managed for their proj ect.

The Initiation step for the small proj ect is reduced in several ways from the 
requirements for a medium proj ect (see Chapter 4). The main difference is in 
the method used to produce the information contained in the Risk Management 
Plan. For medium proj ects an Initiation meeting is held, attended by key stake-
holders and facilitated by the risk champion. This meeting is not required for a 
small proj ect, and the proj ect man ag er produces the Risk Management Plan in 
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Figure 13-2: The ATOM Pro cess for Small Proj ects
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liaison with key stakeholders. Nor is  there a need for a formal stakeholder analy-
sis during the Initiation step for a small proj ect,  because the proj ect man ag er is 
likely to be aware of the stakeholders and their needs and is able to document 
 these in the Risk Management Plan without conducting a stakeholder analy sis.

The Risk Management Plan itself is also simpler than the version required 
for a medium proj ect, and is usually produced from a template following the 
sample contents list in Figure 13-3. The contents for a small proj ect Risk Man-
agement Plan mirror  those for medium proj ects, but with less detail. One par-
tic u lar area where detail is reduced is in the definition of roles and responsibilities; 
a RACI chart (Figure 4-6) is not required.

Figure 13-3: Sample Contents List for a Risk Management Plan for a Small Proj ect

INTRODUCTION

PROJ ECT DESCRIPTION AND OBJECTIVES

AIMS, SCOPE, AND OBJECTIVES OF RISK PROCESS

APPLICATION OF THE ATOM PROCESS

RISK TOOLS AND TECHNIQUES

ORGANIZATION, ROLES, AND RESPONSIBILITIES  
FOR RISK MANAGEMENT

RISK REVIEWS AND REPORTING

APPENDICES
   PROJECT- SPECIFIC DEFINITIONS OF PROBABILITY  

AND IMPACTS

   PROJECT- SPECIFIC SOURCES OF RISK (RISK  
BREAKDOWN STRUCTURE)

Another key difference is in the allocation of staff to risk roles. A small proj-
ect rarely has a full- time risk champion. This role can  either be provided as 
part- time support from a central resource pool such as a proj ect office, or, more 
typically, the responsibilities of the risk champion are undertaken directly by 
the proj ect man ag er. However, even the small proj ect needs to nominate risk 
 owners and action  owners who are responsible for managing individual risks, 
 because the proj ect man ag er cannot be expected to manage all identified risks.

The Risk Management Plan defines the assessment framework to be used 
during the risk pro cess, which can be simplified for the small proj ect. The frame-
work for a medium proj ect usually has five- point scales (VLO, LO, MED, HI, 
VHI) for both probability and impacts (see Figure 4-8) to provide the neces-
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sary granularity to discriminate between risks. For a small proj ect, the proj ect 
man ag er should consider using a simpler risk assessment framework, perhaps 
with three- point scales (LO, MED, HI) or four- point scales (VLO, LO, MED, HI). 
Figures 13-4 and 13-5 give examples of such scales; the proj ect man ag er should 
agree with the proj ect sponsor on the assessment framework to be used and 
document this decision in the Risk Management Plan.

Figure 13-4: Three- Point Project- Specific Probability- Impact Scales

Scale Probability
+/− Impact on proj ect objectives

Time Cost Quality

HI 67–99% >20 days >$20K Major impact  
on overall  
functionality

MED 34–66% 10–20 days $10K– $20K Significant impact 
in key functional 
areas

LO 1–33% <10 days <$10K Minor impact  
on overall  
functionality

NIL <1% No change No change No change in  
functionality

Figure 13-5: Four- Point Project- Specific Probability- Impact Scales

Scale Probability
+/− Impact on proj ect objectives

Time Cost Quality

HI 71–99% >20 days >$20K Major impact  
on overall  
functionality

MED 41–70% 10–20 days $11K– $20K Significant impact in 
key functional areas

LO 11–40% 3–10 days $3K–$10K Minor impact  
on overall  
functionality

VLO 1–10% <3 days <$3K Minor impact  
on secondary 
functions

NIL <1% No change No change No change in  
functionality
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Two risk identification techniques are used for the small proj ect that pro-
vide results quickly and with minimum effort but without compromising the 
data quality or shortcutting the pro cess. It is impor tant to have sufficient time 
for risk identification; other wise, key risks are likely to be missed and go un-
managed. The two techniques are:

1. Analy sis of assumptions and constraints

2. Risk identification checklist.

 These techniques are detailed in Chapter 5 and summarized below.

• Analy sis of assumptions and constraints. The proj ect assumptions 
and constraints should already be documented in the proj ect busi-
ness case, proj ect charter, or other statement of work. If not, the 
proj ect man ag er arranges a short meeting with the proj ect sponsor 
before the proj ect team meeting in order to identify and document 
them and to ensure that hidden or implicit/tacit assumptions and 
constraints—as well as the explicit or more evident ones— are 
exposed as much as pos si ble. The list of assumptions and constraints 
from this meeting or from the existing proj ect documentation is 
then discussed at the proj ect team meeting. Team members review 
each assumption and constraint in turn, asking two questions:
• Could this assumption or constraint be false?
• If it is false, how  will proj ect objectives be affected?
If an assumption or constraint could be false and would  matter to the 
proj ect, team members should raise a risk.

Figure 13-6: Risk Steps during Proj ect Team Meeting for Small Proj ects

1. Confirm scope and objectives of risk pro cess

2. Identify risks using
  Assumptions and Constraints Analy sis
  Standard Risk Checklist
  Open discussion/brainstorm [possibly]

3. Rationalize risks

4. Assess probabilities and impacts, plot P- I Matrix

5. Assign Risk  Owners

6. Prioritize risks

7. Determine response strategy & initial actions

8. Rec ord risk data ( after meeting)
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154 part iii: variations on a theme

interviews employed for medium proj ects (see Chapter 7). The required steps 
are included in Figure 13-6.  There is also no requirement to formally consider 
secondary risks when developing risk responses on a small proj ect, though  these 
should be recorded and included in the risk pro cess if they arise during the dis-
cussion of risk responses.

The Assessment step results in choosing a risk owner for each identified risk, 
usually one of the proj ect team members pre sent in the team meeting. During 
the Response Planning part of the proj ect team meeting, the proj ect man ag er 

Figure 13-8: Double Four- by- Four Probability- Impact Matrix
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Figure 13-7: Double Three- by- Three Probability- Impact Matrix
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Figure 13-9: Sample Simplified Risk Register Format

Proj ect name:
Proj ect man ag er:
Status date:

Risk  
ID

Date 
raised

Risk description Pre- response assessment
Risk 

own er

Risk 
response 
strategy

Risk 
response 
actions 

(with 
 owners)

Action 
status

Post- response  
assessment

Cause Risk Effect Probability Impact
Priority 
(R/Y/G)

Probability Impact
Priority 
(R/Y/G)

1
2
3
4
5
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from the risk management tool. A simplified Risk Register format might be ap-
propriate; see Figure 13-9. It is also common to produce a short risk report high-
lighting the current risk status of the proj ect. A typical contents list for such a 
report is presented in Figure 13-10. An acceptable alternative to a stand- alone 
risk report is to include a risk section in the regular proj ect pro gress report, 
which should include the same content.

Figure 13-10: Sample Contents List for a Small- Project Risk Report

EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND  OWNERS

CONCLUSIONS AND RECOMMENDATIONS

APPENDIX
 COMPLETE RISK REGISTER IN PRIORITY ORDER

Completion of the Reporting step at the end of the First Risk Assessment 
for a small proj ect involves  these tasks:

• Proj ect man ag er compiles data from the  earlier steps in the risk pro cess.
• Proj ect man ag er produces a Risk Register and draft risk report (or 

risk section in regular proj ect pro gress report) for approval by 
proj ect sponsor.

• Proj ect man ag er issues and distributes the Risk Register and report.

Implementation
The Response Planning step of the ATOM pro cess results in nomination of a 
risk owner for each identified risk, who selects an appropriate strategy and de-
velops suitable actions, each of which has an action owner. The final step in the 
First Risk Assessment is to implement agreed- upon actions, which is as impor-
tant for small proj ects as it is for medium proj ects. Consequently,  there is no 
difference in how the Implementation step is performed for small proj ects com-
pared with medium proj ects (see Chapter 9).

During this step, action  owners perform agreed- upon actions and report on 
their pro gress to the risk owner. This pro gress is then entered into the proj ect 
plan as part of the normal proj ect monitoring pro cess, so that the plan includes 
the current status of all actions.
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160 part iii: variations on a theme

 There is no excuse for man ag ers or teams of small proj ects to say that they 
have insufficient time or inadequate resources for risk management,  because the 
simplified pro cess described  here maximizes the results while minimizing the 
overhead. Existing proj ect team meetings are used instead of special risk work-
shops or risk interviews, and the reporting requirement is kept to a minimum. 
The reduced ATOM risk pro cess for small proj ects described in this chapter and 
summarized in Figure 13-11 provides all the benefits of the more detailed pro cess 
required for the medium proj ect, but in a way that is affordable and appropriate.

Figure 13-11: ATOM Activities for a Small Proj ect

Initiation:
•  Confirm project objectives and risk assessment framework
•  Draft and issue Risk Management Plan

Identification:
•  Clarify project assumptions and constraints
•  Identify risks in project team meeting

Assessment:
•  Assess probability and impacts of identified risks during project team meeting
•  Nominate a Risk Owner for each risk
•  Produce a prioritized list of threats and opportunities

Response Development:
•  Develop appropriate responses and actions during project team meeting
•  Record all risk data into risk tool after project team meeting
•  Include agreed-upon actions in the project plan

Reporting:
•  Produce and issue the Risk Register
•  Draft and issue Risk Report (or risk section in regular project progress report)

Implementation:
•  Perform agreed-upon actions and report to Risk Owners
•  Update the project plan with action status
•  Raise new risks as they become visible and enter into risk tool

Review:
•  Review existing red risks and all draft risks in project team meeting
•  Enter updated risk data into risk tool
•  Re-issue Risk Register

Post-Project Review:
•  Prepare risk data for the meeting
•  Consider risks during post-project review meeting (or hold a separate  

risk meeting)
•  Capture “lessons to be learned,” including generic risks, effective responses, 

and process improvements
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For a large proj ect,  these decisions must reflect the increased attention and ef-
fort required for risk management. Decisions must be recorded in the Risk Man-
agement Plan, which might be a more substantial document than is required 
for a medium proj ect, though the content headings are the same. Figure 14-3 
provides a sample contents list for a Risk Management Plan suitable for use on 
a large proj ect.

Initiation for a large proj ect is still done in a dedicated Initiation meeting, 
attended by key stakeholders and facilitated by the risk champion. In some cases, 
a skilled external facilitator might be used to support the risk champion. The 
Initiation meeting for medium proj ects, described in Chapter 4, does not require 
significant modification for large proj ects. The meeting agenda is the same (see 
Figure 4-5), and the attendees and duration are also similar.

One key decision for a large proj ect is  whether it justifies use of quantitative 
risk analy sis (QRA) techniques such as Monte Carlo.  These techniques reveal 
the predicted effect of identified risks on overall proj ect outcome and can be ap-
plied to both cost and schedule risk. The Initiation meeting also determines 
the scope of required QRA, and  whether it should be applied to cost, schedule, 
or both. ATOM recommends using  these techniques on most large proj ects, 
but they are not required for all. Chapter 15 describes how to use Monte Carlo 
analy sis techniques and includes criteria for deciding when they are applicable. 

Figure 14-1: Steps in the ATOM Pro cess

INITIATION

IDENTIFICATION

ASSESSMENT

RESPONSE
PLANNING

REVIEW

POST-PROJECT
REVIEW

REPORTING

QUANTITATIVE
RISK ANALYSIS

IMPLEMENTATION

FIRST RISK ASSESSMENT

• Scope and objectives of the risk management pro cess
• The degree to which ATOM should be applied
• Tools and techniques to be used
• Roles and responsibilities for risk management
• Reporting and review requirements
• Definitions of probability and impact scales for qualitative assessment.
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Figure 14-2: The ATOM Pro cess for Large Proj ects
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During the Initiation meeting, key stakeholders should consider the potential 
benefits of using Monte Carlo techniques on the proj ect and should compare 
them with the associated costs in terms of specialized tools, the need for expert 
analytical skills, and the time and effort required for the analy sis (especially for 
data generation). The ATOM pro cess assumes that QRA techniques are appro-
priate for most large proj ects, so the emphasis of the discussion should be to 
question  whether their use might not be justified for this par tic u lar proj ect.

ATOM for large proj ects also differs from medium proj ects in the require-
ment for a more rigorous review cycle, which is considered and de cided on dur-
ing the Initiation meeting. Whereas an alternating series of Major and Minor 
Reviews is done for the typical medium proj ect, on large proj ects  doing the Ma-
jor Review more frequently may be appropriate. Indeed, in some cases it may 
be de cided that all risk reviews  will be Major, perhaps to respond to high risk 
exposure, or where the pace of change on the proj ect is fast.

Project- specific scales for probability and impact are also determined and 
agreed upon during the Initiation meeting. Five- point scales (VLO, LO, MED, 
HI, VHI) are usually considered adequate for large proj ects, using the same 
framework as recommended for medium proj ects (see Figure 4-8), though in 
some cases considering additional scale points. However, the trade- off between 
additional granularity and increased complexity should be considered carefully; 
five- by- five scales are recommended even for large proj ects.

Figure 14-3: Sample Contents List of a Risk Management Plan for a Large Proj ect

INTRODUCTION

PROJ ECT DESCRIPTION AND OBJECTIVES

AIMS, SCOPE, AND OBJECTIVES OF RISK PROCESS

APPLICATION OF THE ATOM PROCESS

RISK TOOLS AND TECHNIQUES

ORGANIZATION, ROLES, AND RESPONSIBILITIES FOR  
RISK MANAGEMENT

RISK REVIEWS AND REPORTING

APPENDICES
  PROJECT- SPECIFIC DEFINITIONS OF PROBABILITY AND IMPACTS

   PROJECT- SPECIFIC SOURCES OF RISK (RISK BREAKDOWN  
STRUCTURE)
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168 part iii: variations on a theme

Figure 14-5. Risk metalanguage offers a mechanism for deriving opportunities 
from orga nizational strengths, and for finding threats that arise from weak-
nesses, using structured risk statements such as:

• As a result of <strength>, <opportunity> may occur, which would 
lead to <benefit>.

• As a result of <weakness>, <threat> may occur, which would lead to 
<prob lem>.

Figure 14-4: Sample Agenda for a First Risk Assessment/Two- Day Risk  
Workshop for Large Proj ects

DAY 1

Morning
 1. Introductions
 2. Confirm proj ect objectives
 3. Confirm scope of risk pro cess for this workshop
 4. Workshop ground rules
 5. Risk management briefing (if required)
 6. Expectations and results
 7. Identify risks
   Brainstorm risks using the Risk Breakdown Structure

After noon
   Analy sis of Assumptions and Constraints to generate further risks
   A Standard Risk Checklist to identify any further/final risks
 8. Rationalize risks
 9. Describe risks using risk metalanguage
10. Rec ord identified risks (during workshop or  after meeting)

DAY 2

Morning
11. Explanation of assessment scheme (recap)
12. Assessment of probability and impacts
13. Risk categorization

After noon
14. Nomination of Risk  Owners
15. If time, develop initial responses to priority risks
16. Close the workshop

Several opportunities often arise from a single strength, and several threats 
might come from one weakness, so the risk champion ensures that all options 
are considered during the workshop.
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INTERVIEWS
Short, focused risk identification interviews are conducted by the risk champion 
immediately  after the risk workshop with  either individuals or small groups of 
stakeholders.

• When interviewing individuals, it is impor tant to decide who to 
include. Conducting too many interviews can lead to repetition and 
waste time, so the aim is to interview only as many key stakeholders 
as are required to cover all the major areas of the proj ect.

• If risk interviews are conducted with groups instead of individuals, 
the interviewer must take additional care to manage the group 
dynamics, ensuring that each participant is heard and that no 
individual dominates. Group interviews should be kept small, say 
three to five  people, with all participants from the same area of 
expertise. It is also best if they share the same level of se niority, to 
encourage openness and mitigate reluctance to speak honestly in 
front of superiors.

Structure is a valuable aid to the risk interview; ATOM uses a framework 
based on a work breakdown structure (WBS) or risk breakdown structure (RBS). 
Other  factors required for a successful risk identification interview include:

• Preparation. To make the best use of the time available for the 
interview, both interviewer and interviewees need to have reviewed 
and be familiar with the proj ect objectives and current status, and 
should have spent some time prior to the interview considering 
pos si ble risks.

• Trust. The interview should be kept confidential so interviewees can 
express their concerns honestly and without fear of reprisal or blame. 

Figure 14-5: Identifying Opportunities and Threats Using SWOT Analy sis

STRENGTHS WEAKNESSES

OPPORTUNITIES THREATS

S1 ………

S2 ………

etc.

W1 ………

W2 ………

etc.

O1.1 ……..

O1.2 ……..

O2.1 ……..

etc.

T1.1 ………

T2.1 ………

etc.

Step 1: Identify & list 
organizational strengths 
and weaknesses using 
brainstorming

Step 2: Derive 
opportunities from 
strengths and threats 
from weaknesses using 
metalanguage
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business- as- usual activities, or even the wider organ ization.  These 
non- project impacts are also considered; an example scale is pre-
sented in Figure 14-7.

• Manageability. Some risks are easier to address than  others, 
and this should be taken into account when prioritizing risks. 
For example, a high- probability/high- impact threat that can be 
easily managed might be prioritized below one with a medium 
probability/medium impact but that cannot be influenced. A scale 
such as the one in Figure 14-8 can be used for this assessment, with 
results ranging from unmanageable to controllable by normal 
activities.

• Impact win dow. Assessing when a risk impact might occur can affect 
its overall prioritization, since risks that could happen soon should 
receive higher priority than  those further off. (This is sometimes 
referred to as proximity.)

• Action win dow. The period of time when effective action can be 
taken is another impor tant  factor when assessing a risk. (This is 
sometimes called urgency.) If addressing a risk is only pos si ble in the 
next few days, that risk receives higher priority than one for which 
the need to act is less immediate. Impact and action win dows are 
often presented using an overlay chart (Figure 14-9), indicating risks 
with high proximity and urgency. This chart also shows potential 
prob lem areas where the action win dow is  later than the impact 
win dow— i.e., the risk is expected to occur before the proj ect has a 
chance to take action. In this case, new action strategies should be 
sought or contingency plans developed.

Figure 14-6: Correlating RBS with WBS
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Figure 14-7: Example Scale for Non- Project Impacts

Scale +/− Impact on non-project objectives (*)

VHI Critical

HI Major

MED Significant

LO Minor

VLO Insignificant

NIL None

(*) For example, strategic goals, program  
benefits, or company reputation.

Chapter 6 lists a standard set of assessment outputs usually produced fol-
lowing the risk workshop for a medium proj ect, as follows:

• Initial Risk Register
• Prioritized risk list
• List of top threats and top opportunities
• Categorization of risks by RBS ele ment
• Categorization of risks by WBS ele ment
• Double P- I Matrix.

 These are also produced for the large proj ect, with the addition of some other 
assessment outputs:

• RBS × WBS cross- categorization analy sis
• Prioritization by other  factors (strategic impact, manageability, 

impact and action win dows)
• Risk metrics.

A number of risk metrics can be established at this stage of the First Risk 
Assessment to form a baseline for  later trend analy sis.  These include:

Figure 14-8: Example Scale for Manageability

Scale Manageability

VLO Unmanageable

LO Requires innovation or research

MED Requires significant effort to address

HI Suitable responses are available if needed

VHI Can be controlled by normal activities
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174 part iii: variations on a theme

• Number of active risks (separated into threats and opportunities)
• Number of expired/occurred/closed/deleted risks (initially this  will 

be zero)
• Total P- I score for active threats and opportunities
• Average P- I score for active threats and opportunities.

Figure 14-9: Impact and Action Win dows Overlay Chart

Time Now
Weeks

Risk 1

Risk 2

Risk 3

Risk 4

Risk 6

Risk 5

Action window Impact window

The overlay chart below illustrates a different picture for each of the six risks shown. The action window 
for Risk 1 starts now, and the action must be in place within three weeks or it is too late to take action.  
Risk 2 has a longer action window, and action cannot start for two weeks. Risk 3 action must take place 
in three weeks’ time, and there is no room for maneuver. The action window for Risk 4 overlaps the 
impact window, so although the action could take longer to implement, this might be a foolish thing to do. 
The planned action for Risk 5 can only take place three weeks after the impact window for the risk opens.      
In this case, new action strategies should be sought or contingency plans developed. Risk 6 has a       
long action window, and therefore, there should be no reason why the action cannot be successfully 
implemented.

 After completing the qualitative assessment of all identified risks, a QRA is 
performed using the assessment data, following the guidance outlined in Chap-
ter 15. This analy sis demonstrates the predicted effect of identified risks on the 
overall proj ect outcome ( either cost or schedule or both) and informs the Re-
sponse Planning step.

The Assessment step conducted as part of the First Risk Assessment for a 
large proj ect requires the following activities:

• Assess probability and impacts for each risk, plot the risk on the P- I 
Matrix, and calculate P- I scores.

• Categorize risks using the RBS ( causes) and WBS (effects) to deter-
mine hot spots.

• Assess other key characteristics of identified risks, including strate-
gic impact, manageability, proximity, and urgency.

• Nominate risk  owners.
• Generate baseline risk metrics.
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in the  middle. Any already identified  causes or effects should be written on the 
relevant columns. Any other  causes or effects that are subsequently identified 
can be added  later. Sticky notes should then be used to document responses that 
 either prevent/enable the risk event or recover/maximize the effect. The sticky 
notes are then placed in line with the relevant cause or effect and the risk event. 
This visualization  will show where responses are missing and need to be devel-
oped, or where multiple responses are available. A critical review of the situa-
tion should then take place and selected responses developed further into action 
plans with appropriate action  owners.

Figure 14-10: The Bowtie Diagram for Threats
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Figure 14-11: The Bowtie Diagram for Opportunities
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The Response Planning step for large proj ects also requires an update of the 
Monte Carlo analy sis to take account of planned responses, as described in 
Chapter 15. The data in the risk model is adjusted through a series of data- 
gathering interviews with risk  owners, indicating where values for individual 
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model activities and other par ameters have changed as a result of the actions 
that are to be implemented. Repeating the analy sis with this revised data pre-
dicts the expected effectiveness of planned responses in improving the overall 
risk exposure of the proj ect.

One key output  here is the “onion ring diagram” (Figure 14-12), which over-
lays the S- curve for the “all risks/no responses” position with an S- curve show-
ing the effect of all planned responses. It is also pos si ble to build up a series of 
intermediate S- curves to show the cumulative effect of diff er ent responses, in-
dicating which have the greatest influence on overall proj ect outcome. This 
analy sis can suggest  whether currently planned responses are adequate to meet 
the risk challenge or  whether additional response planning is required. Hold-
ing additional interviews with risk  owners to develop new responses might be 
necessary if the Monte Carlo analy sis shows insufficient expected improvement.

Figure 14-12: Overlapping S- Curves (Onion Ring)
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To complete Response Planning for a large proj ect, the following activities 
should be undertaken:

• Conduct interviews with risk  owners to determine appropriate 
response strategies and actions with nominated action  owners using 
bowtie diagrams for key risks.

• Confirm and refine proposed actions with action  owners.
• Update the Risk Register with response strategies and agreed- upon 

actions.
• Update QRA to reflect post- response expectations.
• Conduct additional response development interviews if required.
• Modify the proj ect schedule and bud get to include agreed- upon 

actions.
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Reporting
Risk reporting is an essential ele ment of the ATOM pro cess  because it com-
municates results to stakeholders in a way that enables effective decision mak-
ing and management action. As might be expected, the reporting requirement 
for a large proj ect is more detailed than for a medium proj ect (see Chapter 8), 
though the main output is still the full risk report. However, the content of 
this report includes other ele ments arising from the additional data generated 
during the enhanced ATOM risk pro cess; Figure 14-13 gives a sample con-
tents list.

For a large proj ect, the full risk report produced at the end of the First Risk 
Assessment includes the sections listed below:

Figure 14-13: Sample Contents List for a Full Risk Report

EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

PROJ ECT STATUS SUMMARY

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND  OWNERS

DETAILED QUALITATIVE RISK ASSESSMENT
  High/Medium/Low Risks
  Causal Analy sis (Mapped to RBS)
  Effects Analy sis (Mapped to WBS)

QUANTITATIVE RISK ANALY SIS RESULTS
  Overall proj ect risk
  Expected values
  Main risk  drivers & key risks

CONCLUSIONS AND RECOMMENDATIONS

APPENDICES
  COMPLETE RISK REGISTER
  PRIORITIZED RISK LIST
  INPUT DATA FOR RISK MODEL
  DETAILED QUANTITATIVE ANALY SIS

OUTPUTS
   [OTHER RESULTS AS REQUIRED]
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• Conclusions and recommendations. Key findings are presented at a 
summary level, and conclusions are drawn based on the data within 
the main body of the report. Based on  these conclusions, a series of 
focused and specific recommendations are presented that respond to 
the level of risk currently faced by the proj ect.

• Appendices. Supporting information is presented in appendices. 
One of  these should contain the complete Risk Register with full 
details of  every identified risk. It is also common to include a com-
plete list of all risks in priority order. Input data for the risk model 
may be included; detailed QRA outputs can also be presented in an 
appendix. The content of other appendices is optional, depending on 
the information needs of the recipients.

Figure 14-14: Example Risk Waterfall Chart

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
Reporting Period

P-
I S

co
re

0.72

0.24

0.10

0.005

0.56

0.24

0.12

0.03

Reporting at the conclusion of the First Risk Assessment for a large proj ect 
involves the following activities:

• Assem ble all sources of information on current risk exposure, includ-
ing the Risk Register and QRA outputs.

• Perform any additional analy sis required to understand the informa-
tion.

• Draft a full risk report presenting this information in a structured 
way.

• Review the draft report for completeness and correctness, and 
modify as required.

• Issue the risk report to proj ect sponsor, proj ect man ag er, proj ect team 
members, risk  owners, and other key stakeholders.

• Prepare and distribute extracts, subsets, and additional reports as 
required.
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Post- Project Review
The ATOM risk pro cess emphasizes learning from experience by concluding 
with a Post- Project Review step at the completion of the proj ect. Organ izations 
perform proj ects for two main reasons: to create the specific proj ect deliverables 
that enable achievement of benefits, and to gain experience that can be used on 
 future similar proj ects. Even the smallest proj ect can generate useful lessons for 
 future proj ects. Therefore, the ATOM Post- Project Review is required for small, 
medium, and large proj ects.

Figure 14-15: Typical Agenda for a Risk Lessons- Learned Meeting

Time  
allowance  
(hours)

Content

¼ 1. Introductions

¼ 2. Confirm original proj ect objectives

¼ 3. Confirm meeting objectives

1 4. Review final Risk Register and Risk Reports

2 5. Identify risk- related “lessons to be learned”

½ 6. Summarize “lessons to be learned”

¼ 7. Close the meeting

Like other parts of ATOM, the Post- Project Review step is scalable. For 
small proj ects, this activity forms part of the wider post- project review meet-
ing, as described in Chapter 13. Medium proj ects might also perform ATOM 
Post- Project Review tasks during the post- project review meeting, or they may 
elect to hold a separate risk- related meeting, as described in Chapter 12. How-
ever, for large proj ects the scope of lessons that can be learned is likely to be 
greater, and consequently more effort is justified for the Post- Project Review 
step. As a result, Post- Project Review for large proj ects is always undertaken in 
a separate, dedicated risk lessons- learned meeting, held prior to the main post- 
project review meeting.

The risk lessons- learned meeting is chaired by the proj ect man ag er, sup-
ported by the risk champion, and attended by all key stakeholders. A sample 
agenda is provided in Figure 14-15. Discussion at this meeting is structured 
around the proj ect’s RBS to ensure consideration of all sources of risk, and to 
provide a consistent framework for transferring lessons to  future proj ects. Dur-
ing the meeting, the risk champion captures lessons to be learned and  later 
produces a risk lessons report to communicate lessons learned to key stakehold-
ers and the wider organ ization.
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Initiation:
• Determine key stakeholders and hold initiation meeting
• Draft and issue Risk Management Plan

Identification:
•  Identify risks through facilitated risk workshop, risk identification interviews, and 

post- project review analy sis
•  Rec ord all identified risks in risk tool

Assessment:
•  Assess identified risks during facilitated risk workshop (probability, impacts, other 

key characteristics)
•  Categorize risks using the Risk Breakdown Structure and Work Breakdown 

Structure
• Nominate a Risk Owner for each risk
• Generate baseline risk metrics
• Develop a Monte Carlo risk model and perform initial analy sis
• Rec ord all additional risk data in the risk tool
• Produce assessment and analy sis outputs

Response Development:
•  Determine response strategies and Action  Owners during interviews with Risk 

 Owners using bowtie diagrams for key risks
•  Confirm and refine proposed actions with Action  Owners and include in proj ect 

plan
• Update the Risk Register with response strategies and agreed-upon actions
• Update quantitative risk analy sis to reflect post- response expectations

Reporting:
•  Analyze current risk exposure and draft and issue Full Risk Report (including the 

complete Risk Register), plus extracts as required

Implementation:
•  Perform agreed-upon actions and report pro gress and identify need for new actions
• Identify secondary risks, issues or prob lems, and new risks
• Modify the proj ect schedule and bud get to include new or re  planned actions
•  Update the Risk Register with the current status of each risk and pro gress  

on agreed-upon actions

Review:
• Minor Review

  Hold facilitated risk meeting to review all red risks, draft risks, plus amber risks 
if time allows

 Identify and assess new risks, appoint Risk  Owners, and develop responses
 Update the Risk Register and proj ect plan to take into account risk actions
 Revise and define risk actions and appoint Risk Action  Owners
 Draft and issue Summary Risk Report

Figure 14-16: ATOM Activities for a Large Proj ect (continues)
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• Major Review
 Review all current risks and draft risks through facilitated risk workshop
 Identify and assess new risks, appoint Risk  Owners, and develop responses
 Revise and define risk actions and appoint Risk Action  Owners
 Update the Risk Register and proj ect plan to take into account risk actions
  Update the quantitative risk analy sis model to determine predicted proj ect 

outcomes both pre- response and post- response
 Update risk metrics to allow trend analy sis
 Draft and issue Full Risk Report
 Review risk pro cess efficiency and effectiveness

Post- Project Review:
• Prepare risk data for the meeting
• Consider risks during Risk Lessons Learned Meeting
•  Capture conclusions in Risk Lessons Learned Report as input to the main 

post- project review

Figure 14-16: (continued)

The activities required to perform the Post- Project Review step for a large 
proj ect are:

• Prepare risk information for consideration at the meeting.
• Hold risk lessons- learned meeting.
• Capture conclusions in risk lessons report as input to the main 

post- project review pro cess.

Conclusion
The scalable nature of ATOM makes it applicable to all proj ects, including  those 
that are significantly risky. For  these large proj ects, it is particularly impor tant 
that all risks are managed proactively and effectively, in order to maximize the 
benefits delivered to clients, the organ ization, and other stakeholders, and to 
minimize the potential for disastrous adverse outcomes.

The key is to provide a risk management pro cess that is sufficiently robust 
to meet the risk challenge of a major proj ect, but that does not impose an unac-
ceptable bureaucratic overhead on the proj ect team. By building on the ATOM 
pro cess for medium proj ects, ATOM for large proj ects only adds effort and com-
plexity where  there is a clear need to do so. The enhanced ATOM risk pro cess 
for large proj ects described in this chapter (and summarized in Figure 14-16) 
provides the required benefits cost- effectively.
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Introducing Quantitative Risk Analy sis Using 
Monte Carlo Simulation
This chapter is not an in- depth explanation of quantitative risk analy sis or Monte 
Carlo simulation . For more details, see the References and Further Reading sec-
tion at the end of this book . However, this chapter assumes a basic knowledge of 
statistics and statistical reporting methods .

Monte Carlo– based QRA is based on the generation of random numbers, al-
lowing the random sampling of a range of possibilities from predefined input data 
in a risk model. The input data must reflect the degree of uncertainty in the proj-
ect, based on the risks exposed in the risk pro cess. A single analy sis is formed 
from many iterations, each of which runs through the risk model once to produce 
one outcome calculated from a randomly chosen sample drawn from the input 
data. An analy sis can calculate thousands of outcomes that reflect the range of 
what is pos si ble, based on the uncertainties reflected in the input data, and  these 
 will include the best and worst pos si ble outcomes and all values in between. The 
results from a Monte Carlo simulation are typically presented in two forms:

1. A histogram that shows the range of pos si ble outcomes and the num-
ber of times a par tic u lar outcome was achieved

2. An S- curve, which plots the range of pos si ble outcomes against the 
cumulative probability of achieving a given value.

Figure 15-1 shows a histogram from a QRA, with the number of occurrences for 
each outturn value plotted against the left- hand y- axis. This is overlaid with the 
cumulative S- curve from the same data, plotted against the right- hand y- axis.

To apply QRA to a proj ect effectively, a number of key steps must be applied. 
 These are summarized below, and then explained in more detail  later in this 
chapter.

Figure 15-1: Example Monte Carlo Histogram and S- Curve
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Conducting QRA is impossible without using a software tool. Some organ-
izations have developed bespoke tools for QRA, but  there are many such tools 
available on the market, and it is usually better to buy one. However, care should 
be exercised when deciding which tool to use.  Factors to consider when select-
ing a tool include:

• Ensuring that the tool can support the generic ATOM pro cess.
• Determining specific functionality, including support for schedule 

risk analy sis, cost risk analy sis, or integrated risk analy sis.
• If QRA is required, determining additional functionality, including 

support for diff er ent distribution types, stochastic branching, and 
correlation.

Figure 15-2: Relationship between Quantitative Risk Analy sis  
and the ATOM Pro cess

Project Plans

Risks

Probability & Impact

Risk Drivers

Responses & Actions

New/
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Risk
Model

Input
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Results
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Model
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Planning

Report

Review
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the risk breakdown structure (RBS) and work breakdown structure (WBS) map-
ping undertaken during the qualitative risk assessment step. Less risky areas of 
the plan (for example, routine review meetings or regular reporting) can be sum-
marized to reduce the level of detail.

The risk champion, in consultation with planning engineers and cost esti-
mators, must prepare distributions for risk model ele ments that reflect the gen-
eral variability in activity durations or bud get item estimates. General variability 
is how much the most likely value can go up or down without the occurrence 
of risk events (taken from the Risk Register). The most common distribution 
type is the three- point estimate, which can be derived using a  simple approach 
based on making adjustments from the current planned most likely value, as 
illustrated in Figure 15-3. Note in this example light traffic, good weather, and 
most traffic lights are green are considered to be general variability that can im-
prove the situation, whereas heavy traffic, rain, poor visibility, and most traffic 
lights are red is general variability that can worsen the situation. Risk events 
from the risk register might include on the upside  things like “all traffic lights 
might be green” or “ there might be a sporting event on the tele vi sion so every-
one  else stays at home.” Or on the downside, “might have an accident,” “might 
run out of fuel,” or “all traffic lights might be red.”

Figure 15-3: Three- Point Estimate for General Variability

CURRENT ESTIMATE
MOST LIKELY

BEST
MINIMUM

WORST
MAXIMUM

30 
minutes—
home to 

office

20 
minutes— 
home to 

office

50 
minutes—
home to 

office

LIGHT TRAFFIC, GOOD WEATHER,
MOST TRAFFIC LIGHTS ARE GREEN

HEAVY TRAFFIC, RAIN, POOR VISIBILITY, MOST TRAFFIC 
LIGHTS ARE RED 
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Once agreed upon, the general variability (including modeling par ameters) 
for each activity or bud get item can be recorded  either directly into the risk model 
or on a  simple  table for  later inclusion in the model, as shown in Figure 15-4.

 There may be some areas of the proj ect where the precise detail of the work 
is not yet fully defined, or where diff er ent options exist. A risk model can in-
clude alternative logic ele ments to reflect the uncertainty relating to  future de-
cisions. This is done using stochastic branches,  either probabilistic or conditional, 
to model optional activities that might be required  under certain circumstances. 
Figures 15-5 and 15-6 give examples of  these branches.

501-86027_ch01_6P.indd   193 8/3/20   8:45 PM



194 part iii: variations on a theme

Figure 15-4: Example General Variability Entry Form

Activity or  
budget item

Distribution type for general 
variability including  
modeling par ameters

Correlation group 
(where relevant)

Figure 15-5: Probabilistic Branching
Planning permission is required for the project to proceed . However, planning permission 

is only approved without comment on 50% of occasions . 40% of the time planning will 
be approved subject to amendments . 10% of the time planning will be rejected and plans 

will need to be revised and resubmitted .

Prepare
Building

Plans

Planning
Approved
Without

Comment

Planning
Rejected

Planning
Approved,
Subject to

Amendments

Appoint
Builder

Revise
Plans

Amend
Plans

Resubmit
Plans

50%

40%

10%

Figure 15-6: Conditional Branching
The procurement strategy for the project is based on the use of competitive tendering and 

the use of contractors . However, it is recognized that this approach must not delay the 
project; therefore, two alternative strategies have been determined . If the initial design is 

not approved until after July 1 but before July 31, a contract will be negotiated with a 
preferred supplier . If the initial design is not approved until after July 31, then an 

in-house design team will be assembled .

Carry out
initial design

Approve
initial design

Negotiate
contract with

preferred
supplier

Competitive
tender

Evaluate
tenders

Award
contract

Detailed
design

Before July 1

During July

Assemble
in-house

design team

After July 31
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MAPPING RISKS TO THE MODEL
Once the initial risk model has been prepared, the risks contained in the Risk 
Register (sometimes called discrete risks) are mapped to schedule activities or 
spreadsheet bud get items. Some risks  will map on a one- to- one basis; that is, 
one risk affects only one activity or bud get item, whereas other, more generic 
risks might apply to several activities or bud get items.

The risk champion rec ords the mapping of risks to risk model ele ments, 
 because this is a key input to the QRA. A suggested form for this is presented 
in Figure 15-7, where risk mapping is recorded using the two left- hand columns. 
The columns labeled Prob (probability), MIN (minimum), ML (most likely), and 
MAX (maximum) should come  either directly from the Risk Register or from 
consultation between the risk champion and risk owner.

Some QRA tools allow the mapping of discrete risks from a Risk Register 
directly to risks in the model. Where this is not pos si ble using the chosen QRA 
tool, probabilistic branches can be created manually, although this is often more 
time- consuming. This is also relevant where risks in the Risk Register might not 
map clearly to existing ele ments in the risk model, particularly where such risks 
describe unusual events outside the planned activities, or they may warrant 
 either special emphasis or more detailed modeling.  These risks may be included 
in the risk model using stochastic branches (usually probabilistic). Examples of 
using branches to model both threats and opportunities in this way are illus-
trated in Figures 15-8 and 15-9.

Fi nally, risks  will likely be in the Risk Register that are not included in the 
scope of the QRA, and  these exclusions should be recorded.  These may include 
“acts of God,” or risks that have an extremely low probability, or risks where 
the impact is so low that  there is  little point in modeling them.

CORRELATION GROUPS
The default condition for a Monte Carlo simulation is to assume total random-
ness for all uncertain variables throughout the risk model. This does not, how-
ever, reflect real ity, as  there are many internal influences within a risk model. 

Figure 15-7: Example Risk Mapping Form

Risks  

(opportunity  

or threat)

Mapped to  

activities  

or budget 

items

PROB. MIN ML MAX

Distribution 

type for  

impact

Correlation  

group  

(where 

relevant)
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Two activities might be influenced by the same risk, or one ele ment (activity or 
bud get item) might directly influence  others. This needs to be reflected in the 
risk model using correlation groups.

The risk champion identifies potential correlation groups based on the fol-
lowing:

• Ele ments in the risk model affected by the same risks (using the RBS)
• Activities performed by a common resource (using the orga nizational 

breakdown structure [OBS])
• Cost items from a common source, e.g., supplier or country or origin 

(using the cost breakdown structure [CBS])
• Similar types of activities (using the WBS)
• Generic risks affecting multiple risk model ele ments
• Causal relationships between risk model ele ments.

Allocation of activities or bud get items to correlation groups can be re-
corded in the right- hand column of the general variability entry form (see Fig-
ure 15-4) and for risks in the right- hand column of the risk mapping form (see 
Figure 15-7).

Failure to include correlation in a risk model allows ele ments to vary in de-
pen dently, when in real ity this would not be the case. For example, if the risk 
“contractor productivity may be significantly less than planned” was mapped 
to several activities in the risk model, then we should expect productivity for 
all activities on which the contractor was working to be similar. Absence of cor-
relation reduces the spread of results calculated during the analy sis, with ran-
dom uncertainty in uncorrelated ele ments canceling out. In real ity, risks are 
interdependent, and planned activities are also related.  These relationships must 
be included in the risk model, creating correlation groups to link activities and 
risks that can affect each other. Such links might be driven by the existence of 
common  causes or external dependencies, or where a single risk affects several 
ele ments of the model. In  these cases, the Monte Carlo– based QRA tool’s abil-
ity to sample randomly must be constrained.

Figure 15-8: Modeling Threats with Probabilistic Branching
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A correlation group identifies ele ments in the model where sampled values 
are related,  either positively or negatively, using a correlation coefficient (between 
−1 and +1, or from −100  percent to +100  percent) to model the strength of the 
relationship. In the absence of better data, it is common to use values of between 
0.7 or 1.0 (70  percent or 100  percent). See Figure 15-10 for an indicative transla-
tion of strength of correlation to correlation coefficient.

VALIDATING THE RISK MODEL
Once the initial risk model(s) have been created, the risk champion and risk ana-
lyst work with nominated risk  owners to confirm how general variability has 

Figure 15-9: Modeling Opportunities with Probabilistic Branching
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In some cases, it might not be pos si ble or appropriate to use a triangular dis-
tribution for  either general variability or the impact of discrete risks, so other 
distributions may be used. The ones most commonly used are shown in Figure 15-
11 and briefly described below. Use of one of  these distribution types to model 
general variability or the impact of discrete risks on an activity or bud get item 
in the risk model can be recorded on the two forms (Figure 15-4 and Figure 15-7).

Modified Triangular or Trigen The modified triangular distribution is a con-
tinuous distribution representing the three- point estimate. This distribution is 
most widely used in risk models, since it recognizes estimating uncertainty by 
requiring minimum and maximum values that are not absolute values. It is com-
mon to assume a 5  percent chance that the minimum value  will be exceeded 
and a 5  percent chance of the maximum being exceeded.  These percentiles may 
be changed to represent diff er ent levels of uncertainty in the estimate.

Uniform Distribution A uniform distribution is a continuous distribution where 
it is only pos si ble to estimate minimum and maximum values. This is typically 
used when  there is considerable uncertainty over the duration of an activity or 
the value of a bud get item, and therefore a most likely value cannot be estimated.

Curves A variety of curves can represent the distribution of uncertainty 
around a risk model ele ment. The most commonly used curves are normal, beta, 
and lognormal. Although they are clearly more realistic repre sen ta tions of un-
certainty,  these curves are hard to define, and so they should only be used when 
 there is good information on the variability of a par tic u lar risk model ele ment.

Discrete or Spike Sometimes a risk model ele ment can only take par tic u lar 
values; that is, it is not a continuous distribution.  These are known as discrete 

Figure 15-10: Strength of Correlation versus Correlation Coefficient

Strength of correlation Correlation coefficient

Weak .0.70

Medium .0.80

Strong .0.90

Very strong .0.95

Total dependence .1.00

been included and risk mapping to ensure that the structure of the model is re-
alistic. This can be done  either in a workshop or in a series of interviews. Risk 
 owners also comment on the use of branches and correlation groups in areas of 
the risk model relating to their areas of responsibility.
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Figure 15-11: Typical Distributions Used in Monte Carlo Simulation
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in cost risk analy sis, they can be produced for the final outturn cost or the cost 
of major bud getary items or subprojects. Examples of S- curves for time and cost 
can be seen in Figure 15-12.

Figure 15-12: Example S- Curves for Time and Cost
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Outputs: Criticality Analy sis A number of other outputs can be obtained 
from the Monte Carlo– based QRA that give additional information in more 
detail than the S- curve. The first relates only to analy sis of schedule risk and is 
known as criticality analy sis. A schedule has at least one critical path, which is 
the longest route from beginning to end and determines the overall proj ect du-
ration. During a schedule risk analy sis, however, the Monte Carlo– based QRA 
tool makes multiple runs through the plan, randomly varying activity dura-
tions according to the input data that reflect the uncertainty and mapped risks. 
Some activities  will take longer than the original planned duration while 
 others  will be shorter. As a result, the critical path  will almost certainly vary 
during the analy sis  because previously critical activities might be completed 
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in a shorter time while noncritical activities are extended. In fact, during the 
many iterations of a risk model a number of alternative critical paths might be 
followed.

For each activity in the risk model, it is pos si ble to calculate a criticality in-
dex, defined as the number of times that an activity appears on the critical 
path, and usually expressed as a percentage of the total number of iterations. 
Therefore, an activity that is always critical has a criticality index of 100  percent, 
while one that can never be on the critical path has zero criticality. The activi-
ties of interest are  those with criticality between 1 and 99  percent, as they might 
become critical  under certain circumstances. Ranking activities by criticality 
index highlights  those activities most likely to drive the overall duration and 
completion date and therefore require focused risk management attention. By 
concentrating on the threats and opportunities mapped against high- criticality 
activities, the degree of schedule risk can be reduced effectively. A sample criti-
cality analy sis diagram is shown in Figure 15-13.

Figure 15-13: Example Criticality Analy sis Diagram
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Outputs: Cruciality Analy sis Another useful analy sis of detailed risk  drivers 
relates the degree of variability in a par tic u lar ele ment of the risk model to the 
variation in the overall proj ect outcome. Termed cruciality, it can be applied to 
both schedule and cost risk analy sis, expressed as a correlation coefficient (be-
tween −1 and +1) indicating the relationship between each activity or risk and 
the total outcome.

Ele ments with high cruciality (sometimes referred to as sensitivity) are key 
 drivers of risk,  because a large change in the ele ment produces a correspond-
ingly large change in the overall outcome. This is equally true of both threats 
and opportunities, since highly crucial threats have a large adverse effect on the 
overall proj ect, while highly crucial opportunities have the biggest overall up-
side impact.
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As in the case of criticality analy sis, ele ments in the risk model can be ranked 
by cruciality to indicate which are the most significant  causes of risk to the over-
all result. This information is often presented graphically as a tornado chart to 
highlight the major risk  drivers. Schedule activities, cost items, or risks with high 
cruciality should be treated with priority when determining areas for further 
risk management attention and action. An example tornado chart can be seen 
in Figure 15-14.

Figure 15-14: Example Tornado Chart
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Outputs: Eyeball Plot If an integrated schedule– cost risk analy sis has been 
undertaken, then one further output, known as an eyeball (or football) plot, is 
normally available. The eyeball on the plot encloses all pos si ble outcomes of the 
proj ect by plotting the proj ect’s predicted completion date against its predicted 
cost. The minimum duration and cost, the maximum duration and cost, and 
the most likely duration and cost are plotted. The eyeball represents all the pos-
si ble outcomes. The larger the eyeball, the greater the uncertainty in the proj-
ect; see Figure 15-15.

Interpreting Outputs
The basic or standard S- curves can be used to understand the range of pos si ble 
outcomes for any objective: the greater the range, the more uncertain the out-
come. Values can also be read from the S- curve corresponding to a par tic u lar 
percentage likelihood that  these  will be achieved. Commonly used values in-
clude the 10th, 50th, and 90th percentiles (P10, P50, P90).  These can also be 
 described as confidence levels,  because they represent the chance of meeting a 
specific value. In par tic u lar, the degree of confidence that objectives might be 
achieved can be expressed as a percentage. The mean value represents the ex-
pected outcome given the input data with the level of risk included in the model. 
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204 part iii: variations on a theme

Proper interpretation of S- curves can assist in the determination of appropri-
ate contingency levels for both time and cost. Fi nally, the overall proj ect risk 
can be assessed using an S- curve  because it reflects the extent of uncertainty in 
the proj ect (from the range of pos si ble results between best case and worst case), 
and indicates the degree of confidence associated with achieving proj ect targets.

Overlapping S- curves can be prepared that represent the risk model with-
out risk responses included, or that include all responses or individual responses 
on a progressive basis. A series of such S- curves can be overlaid to show the ef-
fect of addressing specific risks one at a time, as well as the effect of responding 
to all risks.  These are often referred to as “onion ring diagrams” (as described 
in Chapter 14 and shown in Figure 14-10).

Criticality indices can be used to determine which activities might become 
critical if risk is unmanaged. The proj ect man ag er should concentrate on activities 
with the highest criticality, exploring the under lying reasons for this, determining 
the main risk  drivers, and developing actions to address the subcritical paths.

Tornado diagrams based on cruciality can be used to target the individual 
risk model ele ments (activities or risks) that have the most effect on overall proj-
ect outcomes. Reducing the variability in  these has a direct effect on the uncer-
tainty of the proj ect.

An eyeball plot gives a view of the overall proj ect risk. The larger the eye-
ball, the greater the overall uncertainty in proj ect outcome. Depending on the 

Figure 15-15: Example Eyeball (Football) Plot
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scales used, the  angle of the eyeball indicates  whether the proj ect is more sus-
ceptible to time risk or cost risk. Assuming that the horizontal (x) axis repre-
sents time and the vertical (y) axis represents cost, then the closer the eyeball is 
oriented  toward the horizontal, the more time risk is prevalent, and the closer 
it is oriented  toward the vertical, the greater the cost risk. It is pos si ble to over-
lay eyeball plots from diff er ent risk analyses to demonstrate changes in risk ex-
posure as the proj ect proceeds. An example is shown in Figure 15-16, which 
indicates how the chance of achieving proj ect targets improves with time.

Figure 15-16: Overlaid Eyeball Plots
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Using Results
The results from QRA can inform key decisions throughout the proj ect life 
cycle. The results can provide vital information when deciding  whether the 
proj ect should be undertaken at all or  whether a bid should be submitted. 
Results can also play a significant part in selecting or modifying the proj ect’s 
implementation strategy.

If the results of the analy sis suggest that  there is very  little chance of achiev-
ing a key proj ect objective, such as the proj ect’s estimated completion date or 
outturn cost, this does not necessarily mean that all is lost. The proj ect man-
ag er, in conjunction with the proj ect team, should consider how to increase the 
chance, perhaps by changing the proj ect’s strategy, reducing its scope, or mod-
ifying per for mance requirements.

The results of the analy sis can also focus on the key risks (i.e., the worst 
threats and best opportunities) where management action  will be of the greatest 
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a  simple sensitivity- based analy sis is less relevant to QRA for costs, for reasons 
explained below.

Most QRA software tools allow a plus and minus percentage to be applied to 
the most likely durations used in the critical path network— for example, plus 
20  percent, minus 10  percent.  These percentages represent the general variability 
in the duration of the activity, excluding risks from the Risk Register (discrete 
risks). General variability recognizes that all estimates are guesses that can go up 
or down, and certainly in the case of activity durations the chance of an increase 
is greater than the chance of a decrease— see  earlier Figure 15-3. In addition, the 
amount by which a duration can be reduced is likely to be less than the amount 
it can be increased by; in other words, we have a negatively skewed distribution— 
see Figure 15-17, which is based on Figure 15-3 and the driving-to-work example.

Figure 15-17: Skewed Distribution Three- Point Estimate for General Variability
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Note that correlation groups are not used as part of this  simple approach. 
 Doing so would increase the quality of the output but would also increase the 
amount of time needed. Using this  simple method to perform a sensitivity- based 
QRA  will give an indication of the likelihood of achieving the desired comple-
tion date, even without the inclusion of discrete risks. This may require a change 
in strategy to deliver the proj ect or perhaps the management of expectations in 
relation to the completion date. Also, reviewing the criticality index of each ac-
tivity can highlight the near- critical paths that should be considered when re-
sponding to risks.

While this  simple method can be used for schedules, it is less relevant for 
costs. The main reason for this is that without the inclusion of correlation groups, 
pluses and minuses just cancel each other out, and what you end up with is a 
very narrow, and inappropriate, range of outcomes.
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Conclusion
The steps required to perform a full quantitative risk analy sis (QRA) within the 
ATOM pro cess are summarized in Figure 15-18. QRA plays a key part in the 
overall risk management pro cess for a large proj ect. Some view it as optional 
icing on the cake, while to  others it is the essential be- all and end- all of risk man-
agement. In ATOM, QRA has a more pragmatic place: it is not needed on all 
proj ects, rarely used on small proj ects (except in a simplified form as discussed 
above), optional for medium- sized proj ects, but usually required for large proj-
ects, where the stakes are inevitably higher.

 There are undoubtedly benefits available from using QRA, though  these 
come at a cost that is usually only justifiable for large proj ects. This is why ATOM 
requires  these techniques only for proj ects where the investment in QRA is likely 
to provide a valuable return.

Figure 15-18: Summary of Steps Required for a Full Quantitative Risk Analy sis
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Figure 16-1: Scope of the ATOM Risk Workshop or Risk Meeting

ATOM  
pro cess step

Small proj ect Medium proj ect Large proj ect

Initiation — Meeting Dedicated  
initiation meeting

Identification Meeting Workshop workshop + 
interviews

Assessment Meeting Workshop Workshop

Quantitative 
Analy sis

Not applicable Not applicable Workshop + 
interviews

Response 
Planning

Meeting Workshop +  
interviews

Interviews

Reporting Not applicable

Implementation Not applicable

Major Reviews Not applicable Workshop Workshop

Minor Reviews Meeting Meeting Meeting

Post- Project 
Review

Meeting Meeting Meeting

PRE- WORKSHOP
Prior to attendance at the workshop, participants should be asked to do some 
preparatory work. This should not be a last- minute request. Ideally, this request 
should be made around seven days before the workshop takes place. This pre-
paratory work should take the form of a series of questions.  Here are some ex-
amples of the questions that could be asked:

• What might happen that would make it harder to achieve the proj ect’s 
objectives?

• What might happen to make it easier?
• What assumptions are key to the proj ect being a success?
• What constraints are having the greatest influence on the proj ect?

A choice needs to be made as to  whether this preparatory work is forwarded 
to the workshop facilitator in advance or brought along to the workshop by the 
participants. We recommend that it is forwarded in advance as this  will allow 
the facilitator to consolidate the data received, so that it can be used in the early 
part of a standard workshop. Preparatory work  will not only benefit a two- day 
workshop, but it  will also benefit smaller, focused workshops.
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of mind and perhaps form the basis for the early part of the discussion, and in 
this instance the pre- work should definitely be forwarded to the facilitator.

Figure 16-2: Ele ments of Smaller, Focused Workshops
* Note:  These ele ments could also be achieved by directly interviewing Risk  

Owners and, where appropriate, Action Owners as well.

Ele ment Comments

Confirm proj ect objectives, and 
identify and rationalize risks. 
Optional: nominate Risk Owners

 There is no reason why proj ect objectives 
cannot be discussed and hopefully fully  
confirmed prior to this workshop.

Describe risks using risk 
metalanguage.*

If Risk Owners have already been nominated, 
then this workshop could be  limited to the 
Project Manager (if not a Risk Owner), Risk 
Owners, and the Risk Champion and Risk 
Facilitator (if not the Risk Champion).

Assess probability and impacts 
(of each risk).*

Again, this should be done with the Project 
Manager and Risk Owners.

Develop risk responses.* Again, this should be done with the Project 
Manager and Risk Owners.

Consider Monte Carlo  
simulation.

This would be a wider group, including the 
Project Manager, planners/schedulers, cost 
estimators, Risk Owners, and Risk Analyst.

Before the workshop starts, the facilitator should read all the pre- work and 
also gain insight into each of the participants: where they work, what they do, 
how se nior they are, and their level of experience. This  will allow the facilitator 
to ask perhaps pertinent questions as the workshop proceeds. One facilitation 
tip for a virtual workshop is for the facilitator to imagine they are in a confer-
ence room with a large, round  table. The facilitator should draw a circle on a 
large piece of paper and sit each participant around the  table by writing their 
names in their “sitting positions.” As the workshop progresses, the facilitator can 
note who is contributing and who is not.  Those who are quiet can be prompted 
to speak out. It also provides a constant reminder of who is in the workshop.

 After the workshop is over, the facilitator should consider the notes they have 
taken and, if recorded, listen to the recording to document the outcomes of the 
workshop. This should be in the form of a report accompanied by an initial list 
of risks. It is not appropriate to provide an exact list of contents for the report, 
but it should include the names of  those who attended, their role, function, and 
so on, and, where valid, the main points raised  earlier regarding what might 
make it harder or easier to achieve the proj ect’s objectives, as well as key assump-
tions and greatest constraints. It should conclude with any follow-up actions that 
have been agreed upon. The list of risks should include the risk descriptions, 
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time.  Doing the assessment at the same time as identification can become a dis-
traction and reduce the quality of both pro cesses. The consolidated list of prop-
erly described risks from risk identification  will form the input to the assessment. 
However, rather than sending the complete list to a wide group, a subset of risks 
should be sent to  those with par tic u lar expertise in that subset. This would in-
clude  those who identified the risks, potential risk  owners (this may be the same 
person who identified the risk), and other interested parties, as determined by 
the proj ect man ag er and risk champion.

Figure 16-3: Pro Forma for Risk Identification Using the Delphi Technique

Identifier (to be kept 
anonymous to  others)

Cause
Risk 
Event

Effect Comments

Each contributor should be asked to suggest the probability and impacts for 
each risk, where they believe they can. “ Don’t know” is a valid response. As in risk 
identification, this should be done using a pro forma that includes the risk de-
scription but extends to include the probability and positive or negative impacts 
on each of the agreed-upon proj ect objectives. Comments  will also be allowed.

Once returned, the risk champion  will again consolidate the inputs, and 
where  there is general agreement on probability and impact, take no more im-
mediate action. Where  there is disagreement, the risk champion should work 
with the chosen risk owner to finalize the probability and impacts to be used 
 going forward, while considering all inputs.

While this section discusses using email as the mechanism to enable use of 
the Delphi technique for risk identification and assessment, it is recognized that 
other approaches and platforms can be used, including apps and social media. 
The risk champion should be aware of such tools and consider  whether their use 
would be more appropriate than email and also of benefit to the ATOM pro cess.

Assessment of Probability and Impacts  
during the Assessment Step
 FACTORS INFLUENCING THE RISK WORKSHOP
 There has been and continues to be considerable debate on the best way to as-
sess risks, and in par tic u lar  whether probability and impact should be  assessed 
at the same time or separately, and if separately, which one should come first.
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In addition to the three common heuristics described above,  there are many 
other influences on the perception of probability and impact as well as risk in 
general.  These can be grouped  under three headings: conscious  factors, subcon-
scious  factors (which include heuristics and other cognitive biases), and affec-
tive  factors (see Figure 16-4). Awareness of  these can further improve the overall 
facilitation of the risk management pro cess and its effectiveness.

Figure 16-4: Common Influences on Risk Perception  
(adapted from Murray- Webster and Hillson 2008)

Conscious  
 factors (situational 
and rational)

Subconscious  factors Affective  factors 
(emotions and 
feelings)Heuristics Cognitive biases

Familiarity

Manageability

Proximity

Propinquity

Severity of impact

Group dynamics

Orga nizational culture

Intuition

Representativeness

Availability

Real ity traps

Confirmation trap

Lure of choice

Affect heuristic

Anchoring

Group effects (e.g., 
groupthink)

Prospect theory

Repetition bias

Illusion of control

Illusion of knowledge

Intelligence trap

Optimism bias

Fatalism bias

Precautionary  
princi ple

Hindsight bias

Fear (dread, worry, 
concern,  etc.)

Desire (excitement, 
won der,  etc.)

Love (lust, adoration, 
attraction,  etc.)

Hate (dislike, disgust, 
 etc.)

Joy (happiness,  etc.)

Sadness (depression, 
 etc.)

Conclusion
The risk workshop is central to the ATOM pro cess and can take the form of a 
fully facilitated or as part of a routine meeting. It therefore needs to be conducted 
in a manner that ensures successful outcomes. In order to do this, it must be 
properly facilitated (see Chapter 17) and specific approaches  adopted, in par tic-
u lar relating to the assessment of probability and impact. Additionally, the ef-
fect of subconscious biases must be acknowledged and, where pos si ble, dealt 
with by the facilitator.

While the risk workshop is central to ATOM, it is recognized that carry ing 
out a two- day, face- to- face workshop (or meeting) may not always be pos si ble. 
In order to reduce the time spent face to face, more work can be done pre- 
workshop. Workshops can also be smaller and focused on par tic u lar steps of 
the ATOM pro cess.

Where it is impossible or impractical to meet in a face- to- face event for half 
a day, then remote methods need to be considered, such as web- based virtual 
workshops for risk identification or the Delphi technique for risk identification 
and assessment.
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3. When the facilitator is being Supportive, the group is in control of the 
workshop and the facilitator helps them to achieve their goals. He or 
she acts as a friend who encourages the team forward.

Figure 17-1: The Facilitation Spectrum

Reactive Proactive

GROUP BEHAVIOR

Directive Supportive

FACILITATOR BEHAVIOR

Group
ControlFacilitator

Control 

Collaborative

Collaborative

Figure 17-2: Facilitator Role in Zones 1, 2, and 3 of the Facilitation Spectrum

Description
Zone 1
Directive

Zone 2
Collaborative

Zone 3
Supportive

Title Leader Partner Friend

Position In front Alongside  Behind

Verbalization “Do this!” “ Shall we . . . ?” “How can I help?”

USING DIF FER ENT FACILITATION STYLES  
IN A RISK WORKSHOP
Diff er ent facilitation styles are appropriate at diff er ent points in the ATOM risk 
workshop, and the ATOM risk facilitator needs to know when to use each one.

The typical ATOM risk workshop passes through several stages that cor-
respond to Tuckman’s model of team formation: Forming, Storming, Norm-
ing, Performing, Adjourning. During  these stages, the team members are  doing 
diff er ent  things, and in each stage the ATOM risk facilitator can adopt a diff er-
ent style, as shown in Figure 17-3.

Figure 17-3 shows that a Directive style is appropriate at the beginning and 
end of the risk workshop, when the facilitator needs to give the workshop a clear 
start (clarifying objectives, defining the agenda, and setting ground rules), and 
when the workshop is closed out (dealing with outstanding issues and questions, 
summarizing outcomes, and clarifying next steps). Both of  these stages work 
best when the facilitator takes charge to provide the necessary input and guid-
ance to the team.

However, Figure 17-3 also indicates that alternative facilitation styles might 
work in the mid- part of the risk workshop. The choice of style depends on the 
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222 part iii: variations on a theme

maturity and experience of the team, both as individuals and as a group. With 
a more mature group, the facilitator can use Collaborative or Supportive styles, 
allowing the group to take more responsibility for the workshop. However, when 
the group or individual team members are less experienced, the facilitator  will 
need to step back into Directive mode to keep the workshop on track.  These two 
alternative paths for the risk workshop are illustrated in Figure 17-4.

Figure 17-3: Mapping Facilitation Styles to Risk Workshop Tasks

Tuckman stage 
(Tuckman 1965)

Workshop tasks Facilitation style

Forming and storming Objective- setting
Agenda and ground rules

Directive

Norming Workshop initiation
Corrective input

Directive/Collaborative

Performing Identify and assess risks
Develop responses

Collaborative/Supportive

Adjourning Workshop wrap-up
Summary and next steps

Directive

Figure 17-4: Using Facilitation Styles during a Risk Workshop
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Type Characteristics Management strategy

Aggressive  These  people do not want to be 
in the workshop, think it is a 
waste of time, and actively 
oppose what the facilitator is 
trying to achieve. They are often 
loud, argumentative, and critical, 
and their be hav ior distracts 
 others from contributing.

Defuse. Give them time to make 
their point and do not argue with 
them; listen patiently and use 
conciliatory language. If neces-
sary, speak to them outside the 
meeting during a break, asking 
for more tolerance and seeking 
their active support.

Complainer Every thing is wrong for a 
complainer, from the room size 
or temperature to the meeting 
time and duration, the list of 
participants, the type of refresh-
ments, the agenda and scope 
of the workshop, and so on.

Defer. Listen to their complaints 
and acknowledge anything that 
is valid. Then agree to address 
concerns outside the meeting. 
Deal with immediate  matters 
during a break and take up 
other issues  later.

Know- it- all Some  people delight in express-
ing their opinion and demon-
strating their expert knowledge 
of a topic, even when they are 
not real experts. They have 
strong opinions and voice them 
confidently. They are the first to 
answer  every question, often 
dismissing the views of  others 
as uninformed or naïve.

Demur. Recognize valid 
expertise and play back their 
opinion so they know they have 
been heard and appreciated, 
then expand on their input if 
pos si ble, building on it to regain 
the initiative.

Agreeable While agreeable individuals may 
appear to be the facilitator’s 
friend, they often fail to share 
their true opinion for fear of 
upsetting someone or being 
criticized. They smile and nod 
encouragingly, but shy away 
from disagreeing with  others 
and are often reluctant to speak 
first in any debate.

Direct. Beware of allowing them 
to get away with “being nice” 
and challenge them to express 
their true opinions. Ask them to 
contribute first from time to time.

Negative  These  people  will disagree with 
 others on princi ple, seeing it as 
their role to give the opposing 
viewpoint (even if they  don’t 
believe it). They undermine the

Detach. Maintain a degree of 
neutrality, not allowing them to 
get you on their side in criticiz-
ing  others. Accept valid alterna-
tive viewpoints, but aim for

Figure 17-5:  Handling Difficult Be hav ior (continues)

501-86027_ch01_6P.indd   225 8/3/20   8:45 PM



226 part iii: variations on a theme

Figure 17-5:  (continued)

Type Characteristics Management strategy

facilitator and other participants 
by casting doubt on the truth or 
reliability of their inputs and 
prevent consensus through 
constant naysaying.

realistic compromise. Deperson-
alize their opposition; make it 
about the pro cess or the 
princi ple, but not about the 
person.

Staller For the staller,  there is never 
enough information to make a 
firm judgment or to give a clear 
opinion. They wish to defer 
every thing  until  later, when 
more data is available or more 
pro gress has been made.

Delegate. Explore reasons why 
they are reluctant to offer an 
opinion on the available data, 
find out exactly what additional 
information they require, and 
give them an action to bring it to 
the next meeting. Encourage 
them to give an interim assess-
ment based on the current data.

 Silent Some  people just refuse to 
contribute. They sit quietly but 
 will not speak up to give their 
opinion, even when challenged 
or specifically invited to do so.

Decline. Refuse to accept 
nonparticipation or withdrawal. 
Ask them direct, open questions 
and then wait for an answer, 
using silence as a motivator. 
Speak to them during a break to 
encourage participation.

The Six As Model can be summarized as follows:

• First, the ATOM risk facilitator needs Awareness of the current 
be hav ior of the group in the risk workshop, together with an 
Appreciation of the under lying  drivers (both external and  
internal).

• Next comes Assessment, where the facilitator determines whether or 
not the current group be hav ior is likely to lead to an acceptable 
outcome for the risk workshop.

• Where the Assessment step shows that the existing group be hav ior is 
unlikely to cause major difficulties for the risk workshop, the current 
situation can be Accepted by the facilitator.

• If, on the other hand, Assessment indicates that intervention is 
required to modify the prevailing situation, the risk facilitator 
needs to use Assertion and Action to make the necessary change. 
Assertion requires a clear statement of the implications of the 
current approach, and why it needs to be modified. Action is then 
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 17. facilitation in the atom risk management pro cess 227

taken to create a changed environment for the risk workshop. This 
can be achieved  either by exerting a Directive style to reinforce the 
agreed-upon ground rules, or through a Collaborative approach 
where the group and facilitator together develop an agreed-upon 
way to move forward.

•  Whether the current group be hav ior is accepted or modified, the 
ongoing situation must be constantly monitored and reassessed by 
the facilitator throughout the risk workshop to determine  whether 
intervention may be required at a  later time.

Figure 17-6: The Six As Model of Applied Emotional Literacy  
(Murray- Webster and Hillson 2008; used with permission)
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Critical Success  Factors for Risk Facilitation
In addition to having a risk facilitator who can use the three facilitation styles, 
 there are several Critical Success  Factors (CSFs) that  will maximize the effec-
tiveness of the ATOM risk facilitator in the risk workshop, as follows:

• Ensure that the risk workshop has a clear purpose, and that the role 
of the facilitator is also clear and agreed upon.

• Invest time in thorough preparation and planning before the work-
shop, getting to know the proj ect, the  people, and the current status 
of the proj ect.

• Be able to use an appropriate facilitation style, capable of  
switching between Directive, Collaborative, and Supportive as 
required.
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230 part iii: variations on a theme

Aim and Scope of Program and  
Portfolio Risk Management
The aim of program risk management is to manage risks at the program level. 
Similarly, portfolio risk management manages portfolio risks. However, this is 
not as  simple as it sounds. A risk can be defined generically as an uncertain event 
or condition that, if it occurs, has a positive or negative effect on one or more <> 
objectives. Inserting the word “proj ect” at the point marked <> gives a specific 
definition of proj ect risk. It is also pos si ble to define other types of risk by in-
serting other words, including strategic, technical, environmental, or personal. 
Thus, a program risk can be defined as an uncertain event or condition that, if it 
occurs, has a positive or negative effect on one or more program objectives, and a 
portfolio risk can be defined as an uncertain event or condition that, if it occurs, 
has a positive or negative effect on one or more portfolio objectives.

Since programs and portfolios sit between proj ects and orga nizational strat-
egy, risks could arise from diff er ent directions, as illustrated in Figure  18-1, 
namely up from lower levels, down from higher levels, or sideways from the level 
of the program or the portfolio. The scope of program risk management and 
portfolio risk management must include all sources of risk.

Figure 18-1 shows that programs can be affected by risks that are escalated or 
aggregated from proj ect or operational levels, as well as risks delegated from stra-
tegic or portfolio levels.  There are also risks that are unique to the program level.

Figure 18-1: Sources of Risks across the Organ ization
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 18. managing risk in programs and portfolios 233

Alternative versions are then plotted on a graph that shows risk exposure 
against potential benefits. The risk- efficient frontier is also shown on this graph, 
separating options that have acceptable levels of  either risk or benefit from other 
options. The region to the left of the frontier is infeasible, where the level of re-
turn cannot be achieved at the associated low levels of risk exposure. The re-
gion to the right of the frontier contains feasible options, and  those that lie closest 
to the frontier have optimal combinations of risk and benefit. Positions farther 
to the right of the frontier are inefficient, where levels of promised benefits are 
too low to justify the associated level of risk.

An example risk efficiency graph is shown in Figure 18-2, plotting five al-
ternative versions, each with diff er ent components. In this example, options A, 
C, and D could all achieve higher returns for the given level of risk (i.e., they 
are inefficient), whereas options B and E lie on the risk- efficient frontier, with 
the maximum feasible return for the given level of risk.

Figure 18-2: Example Risk Efficiency Graph
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  Epilogue 239

 pro cess (see Chapter 2). The ATOM pro cess can be tailored based on proj ect 
size and is presented  here in three versions:

1. A reduced ATOM pro cess suitable for small proj ects, integrating risk 
activities into the routine management of the proj ect with minimal 
additional overhead

2. The standard ATOM pro cess for medium proj ects, adding specific risk 
activities to the normal proj ect pro cess

3. An extended ATOM pro cess for large proj ects, using quantitative risk 
analy sis and a more rigorous review cycle to address the increased risk 
challenge.

Figure E-1: Recommended Next Steps

1
Appoint Organizational

Risk Sponsor

2
Tailor ATOM Process

3
Pilot Application

4a
Are Process

Mods Required?

4b
Modify Process

5
Develop Infrastructure

8
Implementation

and Roll Out

9
Reassess Capability
and Refresh Process

6
Train Staff

7
Assess Existing

Capability and Maturity

N

Y
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Appendix: Templates 
and Examples

ATOM pre sents a practical “how-to” method that is applicable to any proj ect of 
any size. To aid prac ti tion ers in putting ATOM into practice, this appendix pro-
vides a range of templates and examples to support each step of the ATOM risk 
pro cess. Some of  these templates and examples can be used without modifica-
tion, while  others require tailoring to the specific requirements of the proj ect 
and organ ization. Further details on how to use each template and example are 
given in the relevant chapter.

The templates and examples in this appendix are listed below.

Agenda Templates
A-1: Typical agenda for an Initiation meeting
A-2: Sample agenda for a First Risk Assessment/two- day risk workshop
A-3: Sample agenda for a Major Review workshop
A-4: Sample agenda for a half- day risk review meeting
A-5: Typical agenda for a Post- Project Review meeting

Report Format Templates
A-6: Sample Risk Register format
A-7: Sample simplified Risk Register format
A-8: Sample contents list for a full risk report
A-9: Sample contents list for a summary risk report

Techniques Templates
A-10: Example proj ect sizing tool
A-11: Stakeholder analy sis template
A-12: Example RACI chart
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246 Appendix

A-13: Example Risk Checklist (based on Risk Breakdown Structure)
A-14: Example of Project- Specific Probability- Impact Scales
A-15: Double Probability- Impact Matrix
A-16: Sample Risk Breakdown Structure
A-17: Assumptions and constraints analy sis template
A-18: Example risk mapping form

Agenda Templates

Figure A-1: Typical Agenda for an Initiation Meeting

Time  
allowance  
(hours)

Content

½  1. Introductions

¼  2. Background to the proj ect

½ –  1  3.  Clarification of proj ect objectives: Scope, time, cost, quality, 
other objectives?

¼  4.  Scope and objectives of the risk management  
pro cess

¼  5. Application of the ATOM risk management pro cess

¼  6. Tools and techniques to be used

½  7. Roles and responsibilities for risk management

¼  8. Reporting and review requirements

¼  9.  Definitions of scales for probability and impacts  
(P- I Scales)

¼ 10. Risk thresholds

¼ 11. Potential sources of risk to this proj ect

¼ 12. Next steps
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Figure A-2: Sample Agenda for a First Risk Assessment/Two-Day Risk Workshop

DAY 1

Morning
1. Introductions
2. Confirm proj ect objectives
3. Confirm scope of risk pro cess for this workshop
4. Workshop ground rules
5. Risk management briefing (if required)
6. Expectations and results
7. Identify risks

Brainstorm risks using the Risk Breakdown Structure

After noon
Analy sis of Assumptions and Constraints to generate further risks
A Standard Risk Checklist to identify any further/final risks

8. Rationalize risks
9. Describe risks using risk metalanguage

10. Rec ord identified risks (during workshop or  after meeting)

DAY 2

Morning
11. Explanation of assessment scheme (recap)
12. Assessment of probability and impacts
13. Risk categorization

After noon
14. Nomination of Risk  Owners
15. If time, develop initial responses to priority risks
16. Close the workshop

Figure A-3: Sample Agenda for a Major Review Workshop

Time 
allowance  
(hours)

Content

½ 1. Initial scene setting

3 2. Review current risks

1 3. Review draft risks

1 4. Consider new risks

– 5. Update Risk Register (done during steps 1–4)

½ 6. Review risk pro cess effectiveness

¼ 7. Close workshop
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Figure A-4: Sample Agenda for a Half-Day Risk Review Meeting

Time  
allowance  
(hours)

Content

¼ 1. Introductions

2 2. Review red risks

½ 3. Review draft risks

½ 4. Consider new risks

5. Review amber risks if time permits

6. Update Risk Register (done during  earlier steps)

¼ 7. Close meeting

Figure A-5: Typical Agenda for a Post- Project Review Meeting

Time  
allowance  
(hours)

Content

¼ 1. Introductions

½ 2. Review final Risk Register

2 3. Identify risk- related “lessons to be learned”

½ 4. Summarize “lessons to be learned”

¼ 5. Close the meeting
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Report Format Templates

Figure A-6: Sample Risk Register Format

Header information

Proj ect title, proj ect reference number (where used), phase
Proj ect Man ag er
Client
Risk Register issue number, date
Date of most recent risk review

Risk identification data

Unique risk identifier
Date identified
Threat/opportunity indicator
Short risk title
Full risk description (cause/risk/effect)
Risk source (RBS ele ment)
Proj ect area affected (WBS ele ment)
Risk Owner
Risk status (Draft, Active, Closed, Deleted, Expired, Occurred)

Risk assessment data

Probability/frequency of occurrence (current, pre- response)
• VLO, LO, MED, HI, VHI

Impact on each proj ect objective (current, pre- response)
• VLO, LO, MED, HI, VHI
• Verbal description of impact

Overall risk ranking
• Red/Yellow/Green (or similar)
• Risk Score (calculated from probability and impact)

Risk response data

Risk response strategy
Risk actions each with an Action Owner and target completion date
Risk action status
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Figure A-7: Sample Simplified Risk Register Format

Proj ect name:
Proj ect man ag er:
Status date:

Risk  
ID

Date 
raised

Risk description Pre- response assessment
Risk 
own er

Risk 
response 
strategy

Risk 
Response 
Actions 
(with 
 owners)

Action 
status

Post- response 
assessment

Cause Risk Effect Probability Impact
Priority 
(R/Y/G)

Probability Impact
Priority 
(R/Y/G)

1
2
3
4
5
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Figure A-8: Sample Contents List for a Full Risk Report

EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

PROJ ECT STATUS SUMMARY

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND  OWNERS

DETAILED RISK ASSESSMENT
  High/Medium/Low Risks

Causal Analy sis (Mapped to RBS)
Effects Analy sis (Mapped to WBS)

CONCLUSIONS AND RECOMMENDATIONS

APPENDICES
COMPLETE RISK REGISTER
PRIORITIZED RISK LIST
[OTHER RESULTS AS REQUIRED]

Figure A-9: Sample Contents List for a Summary Risk Report

EXECUTIVE SUMMARY

SCOPE AND OBJECTIVES OF REPORT

OVERALL RISK STATUS

TOP RISKS, ACTIONS, AND  OWNERS

CHANGES SINCE LAST REVIEW

CONCLUSIONS AND RECOMMENDATIONS

APPENDIX
COMPLETE RISK REGISTER IN PRIORITY ORDER

501-86027_ch01_6P.indd   251 8/3/20   8:45 PM



Techniques Templates

Figure A-10: Example Proj ect Sizing Tool

This Proj ect Sizing Tool divides proj ects into three categories (Small, Medium, and Large), to indicate the appropriate 

level of risk management pro cess. Two shortcuts are used: proj ects with value <$50K are automatically defined as 

Small, and proj ects valued at >$5M are defined as Large. Proj ects valued between $50K– $5M are assessed against 

the ten criteria below. For each criterion the closest description is selected, and the corresponding criterion score is 

recorded at the right of the row (one of 2, 4, 8, or 16). Criterion scores are totaled to give an overall proj ect score, 

indicating proj ect size as follows:

≥75   Large proj ect An extended ATOM risk management pro cess is required.

35–74   Medium proj ect A standard ATOM risk management pro cess is required.

<35   Small proj ect A reduced ATOM risk management pro cess is required.

Criterion
Criterion 

value = 2

Criterion 

value = 4

Criterion 

value = 8

Criterion 

value = 16

Criterion 

score

Strategic 

importance

Minor contribution 

to business 

objectives

Significant  

contribution to 

business objectives

Major contribution 

to business 

objectives

Critical to 

business 

success

Commercial/ 

contractual 

complexity

No unusual 

commercial 

arrangements or 

conditions

Minor deviation 

from existing 

commercial 

practices

Novel commercial 

practices, new to 

at least one party

Ground breaking 

commercial 

practices

External 

constraints and 

dependencies

None Some external 

influence on 

ele ments of the 

proj ect

Key proj ect 

objectives depend 

on external 

 factors

Overall proj ect 

success 

depends on 

external  factors

Requirement 

stability

Clear, fully 

defined, agreed-

upon objectives

Some requirement 

uncertainty, minor 

changes during 

proj ect

Major requirement 

uncertainty, major 

changes during 

proj ect

Requirements 

not finalized and 

subject to 

negotiation

Technical 

complexity

Routine repeat 

business, no new 

technology

Enhancement of 

existing product/

ser vice

Novel product/

project with some 

innovation

Ground breaking 

proj ect with high 

innovation

Market sector 

regulatory 

characteristics

No regulatory 

requirements

Standard regulatory 

framework

Challenging 

regulatory 

requirements

Highly regulated 

or novel sector

Proj ect value Small proj ect 

value (<$250K)

Significant proj ect 

value ($250K–$1M)

Major proj ect 

value ($1–$3M)

Large proj ect 

value (>$3M)

Proj ect 

duration

Duration <3 

months

Duration 3–12 

months

Duration 

1–3 years

Duration 

>3 years

Proj ect 

resources

Small in- house 

proj ect team

Medium in- house 

proj ect team

Large proj ect team 

including external 

contractors

International 

proj ect team or 

joint venture

Post- project 

liabilities

None Acceptable 

exposure

Significant 

exposure

Punitive 

exposure

OVERALL PROJ ECT SCORE
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Figure A-11: Stakeholder Analy sis Template

Stakeholder
Area of 
interest

Attitude 
(+/−)

Power 
(+/−)

Interest 
(+/−)

Stakeholder 
type

Instructions:
•  List all key stakeholders and their interest (or stake) in the proj ect in the 

left- hand two columns.

•  For each stakeholder, identify  whether their attitude  toward the proj ect is 
supportive or resistant (+ or −),  whether their power to influence the proj ect is 
high or low (+ or −), and  whether their level of interest in the proj ect is high or 
low (+ or −).
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Figure A-12: Example RACI Chart

Proj ect 
Sponsor

Proj ect 
Man ag er

Risk 
Champion

Risk 
Own er

Action  
Own er

Proj ect Team 
Members

Other  
Stakeholders

Produce and maintain Risk 
Management Plan

C A R I I I I

Facilitate risk pro cess  
(workshops, interviews,  
risk review meetings,  etc.)

A R

Identify risks R R A I R R

Assess risks R A I R R

Develop responses A C R C C I

Implement responses I I A R C I

Report pro gress on actions 
(individual risks)

I A R R

Produce and maintain 
Risk Register

I A R C I I I

Produce and maintain 
Risk Reports

I A R C I I I

Key:

R = Responsible A = Accountable/Approve C = Consult I = Inform
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RBS 

Level 0

RBS 

Level 1

RBS 

Level 2
Example risks

Could this risk 

affect our 

proj ect?  

Yes  

No   

Don’t know 

Not applicable

0.  PROJ ECT 

RISK

1.  TECHNICAL 

RISK

1.1  Scope 

definition

Scope changes may arise 

during proj ect.

Redundant scope may be 

discovered.

1.2  Requirements 

definition

Client may introduce 

significant change during 

proj ect (positive or negative).

Internal inconsistencies may 

exist within requirements.

Key requirements may be 

missing from formal 

requirement specification.

1.3  Estimates, 

assumptions, 

and constraints

Basis of estimating may be 

wrong.

Planning assumptions 

may be invalidated during 

proj ect.

Imposed constraints may be 

relieved or removed.

1.4  Technical 

pro cesses

Standard pro cesses may not 

meet requirements of 

specific solution.

New pro cesses may be 

required.

Pro cesses may be improved 

and made more effective.

1.5 Technology New technology may be 

developed during proj ect 

lifetime.

Technology changes may 

invalidate design.

Figure A-13: Example Risk Checklist (based on Risk Breakdown Structure) (continues)
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RBS  

Level 0

RBS  

Level 1

RBS  

Level 2
Example risks

Could this risk 

affect our 

proj ect?  

Yes  

No   

Don’t know 

Not applicable

0.  PROJ ECT 

RISK

1.  TECHNICAL 

RISK

1.6  Technical 

interfaces

Unexpected interactions 

may occur at key interfaces.

Data inconsistencies across 

interfaces may require 

rework.

Key interfaces may be 

reduced.

1.7 Design It may prove impossible to 

meet some requirements 

within design limitations.

Reuse of existing design 

ele ments may be pos si ble.

1.8 Per for mance Final solution may not meet 

per for mance requirements.

Some per for mance 

requirements may be 

mutually exclusive.

1.9  Reliability & 

maintainability

Target reliability criteria may 

be unattainable with chosen 

solution.

The use of innovative 

technology may improve 

reliability.

Maintainability requirements 

may impose unacceptable 

design constraints.

1.10 Safety ALARP solution may impose 

additional cost.

Changes in safety regula-

tions may require significant 

redesign.

Figure A-13: (continues)
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RBS  

Level 0

RBS  

Level 1

RBS  

Level 2
Example risks

Could this risk 

affect our 

proj ect?  

Yes  

No   

Don’t know 

Not applicable

1.  TECHNICAL 

RISK

1.11 Security Security implications may be 

overlooked during design.

Government regulations 

may change during proj ect.

1.12  Test & 

ac cep tance

Test protocols may reveal 

significant design error, 

requiring rework.

Client may withhold final 

ac cep tance for reasons 

outside contract.

0.  PROJ ECT 

RISK

2.  MANAGEMENT 

RISK

2.1  Proj ect 

management

Proj ect management systems 

may not be adequate to 

support proj ect requirements.

Poor decision making may 

result in inappropriate task 

allocation.

Adoption of best practice 

risk pro cess may improve 

proj ect per for mance.

2.2  Program/

portfolio 

management

Proj ect may be given 

inappropriate priority within 

the program.

Other proj ects may divert 

key resources.

Other proj ects may be 

canceled and release 

resources.

2.3  Operations 

management

Design may expose 

weaknesses in existing 

products or pro cesses.

Business- as- usual demands 

may reduce proj ect funding 

or contingency.

Figure A-13: (continues)
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RBS 

Level 0

RBS 

Level 1

RBS 

Level 2
Example risks

Could this risk 

affect our 

proj ect?  

Yes  

No   

Don’t know 

Not applicable

0.  PROJ ECT 

RISK

2.  MANAGEMENT 

RISK

2.4 Organization Reorganization may impact 

proj ect organization 

(negatively or positively).

Changes in corporate 

structure may affect proj ect 

(negatively or positively).

2.5 Resourcing Key resources may be 

unavailable when required.

Specific skills may not be 

available when required.

It may be pos si ble to recruit 

existing subcontract staff 

permanently.

2.6 Communication The client’s requirement may 

be misunderstood.

Proj ect reporting needs may 

change during proj ect.

Key stakeholder interests 

may change (positively or 

negatively).

2.7 Information Client may fail to provide 

required information on time.

Client- supplied information 

may be inadequate to 

support proj ect.

2.8 HS&E Health & safety legislation 

may change during the 

proj ect.

An accident or incident may 

occur, delaying the proj ect.

Figure A-13: (continues)
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RBS  

Level 0

RBS  

Level 1

RBS  

Level 2
Example risks

Could this risk 

affect our 

proj ect?  

Yes  

No   

Don’t know 

Not applicable

2.  MANAGEMENT 

RISK

2.9 Quality The number of defects found 

during integration may not 

match expectations (higher 

or lower).

Quality circles may result in 

significant effort reduction.

Effective quality manage-

ment may reduce rework.

2.10 Reputation Corporate reputation 

incident may damage 

support for the proj ect.

0.  PROJ ECT 

RISK

Se nior management may lose 

confidence in proj ect team.

Improved reputation may 

increase availability of funds 

and resources.

3.1  Contractual 

terms & 

conditions

Client standard terms  

may prove unacceptably 

onerous.

Contractual terms  

may contain internal 

inconsistencies.

Harmonized client/ 

subcontractor terms may 

reduce risk exposure.

3.  COMMERCIAL 

RISK

3.2  Internal 

procurement

Other departments may not 

deliver as expected.

Required skills may not be 

available from other 

departments.

Internal support may increase 

as the proj ect progresses.

Figure A-13: (continues)
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RBS 

Level 0

RBS 

Level 1

RBS 

Level 2
Example risks

Could this risk 

affect our 

proj ect?  

Yes  

No   

Don’t know 

Not applicable

0.  PROJ ECT 

RISK

3.  COMMERCIAL 

RISK

3.3  Suppliers & 

vendors

A key supplier may go out of 

business.

Mergers between suppliers 

may erode competitiveness.

Vendors may be able to 

deliver ahead of schedule.

3.4 Subcontracts Key subcontractors may 

refuse to work together.

Subcontract staff may take 

industrial action (strike).

Partnering with selected 

subcontractors may improve 

working relationships.

3.5  Client/

customer 

stability

Client may change business 

focus and withdraw support 

for proj ect.

Changes in client personnel 

may require additional 

proj ect management effort.

Client may be bought out or 

merge with a more supportive 

com pany.

3.6  Partnerships & 

joint ventures

Our partner may have 

competing commercial 

interests.

The joint venture may 

break up.

4.  EXTERNAL 

RISK

4.1 Legislation Changes in legislation may 

impose changes in the 

solution (positive or 

negative).

Figure A-13: (continues)
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RBS  

Level 0

RBS  

Level 1

RBS  

Level 2
Example risks

Could this risk 

affect our 

proj ect?  

Yes  

No   

Don’t know 

Not applicable

0.  PROJ ECT 

RISK

4.  EXTERNAL 

RISK

 Legal requirements may  

add unforeseen design 

requirements.

4.2  Exchange 

rates

Exchange rates may change 

during the proj ect (favorably 

or unfavorably).

Key suppliers may invoice in 

foreign currency.

4.3 Site/facilities Site access may prove more 

difficult than expected.

Required facilities may not 

be available on site.

New transport arrangements 

may ease proj ect logistics.

4.4  Environmental/ 

weather

Weather may be unseason-

able (better or worse than 

expected).

Unexpected environmental 

conditions may affect 

pro gress (positively or 

negatively).

4.5 Competition A key competitor may launch 

a competing product and 

invalidate the proj ect.

Key staff may be poached 

by competitors.

Key competitor may 

withdraw from the market.

4.6 Regulatory Regulatory requirements 

may impose unexpected 

design constraints.

Significant changes in 

regulation may occur during 

the proj ect (positive or 

negative).

Figure A-13: (continues)
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RBS 

Level 0

RBS 

Level 1

RBS 

Level 2
Example risks

Could this risk 

affect our 

proj ect?  

Yes  

No   

Don’t know 

Not applicable

0.  PROJ ECT 

RISK

4.  EXTERNAL 

RISK

4.7 Po liti cal Po liti cal  factors may 

influence se nior manage-

ment support for the proj ect.

A change in government 

may result in changed 

priorities or legislation 

(positively or negatively).

4.8 Country Local resources may lack 

the required skills.

Currency instability may 

undermine the business 

case for the proj ect.

Local government interest in 

the proj ect may change 

(positively or negatively).

4.9  Social/

demographic

Changing social imperatives 

may impose additional 

requirements.

Public perception of the 

proj ect may change 

(positively or negatively).

4.10  Pressure 

groups

Extremists may disrupt 

proj ect pro gress.

Lobby groups may promote 

the cause of the proj ect.

4.11  Force 

majeure

Force majeure event may 

occur, disrupting the proj ect.

Occurrence of force majeure 

may create an opportunity to 

address under lying issues.

Figure A-13: (continued)
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Figure A-14: Example of Project- Specific Probability- Impact Scales

Scale Probability
+/− Impact on proj ect objectives

Time Cost Quality

VHI 71–99% >20 days >$200K Very significant 
impact on overall  
functionality

HI 51–70% 11–20 days $101K– $200K Significant impact 
on overall  
functionality

MED 31–50% 4–10 days $51K– $100K Some impact in 
key functional 
areas

LO 11–30% 1–3 days $10K–$50K Minor impact  
on overall 
functionality

VLO 1–10% <1 day <$10K Minor impact on 
secondary 
functions

NIL <1% No change No change No change in 
functionality

Figure A-15: Double Probability- Impact Matrix

VHI

HI

MED

LO

VLO

VHI

HI

MED

LO

VLO

VLO LO MED HI VHI VLOLOMEDHIVHI
NEGATIVE IMPACT

(Threats)

PR
O

B
A

B
IL

IT
Y

PR
O

B
A

B
IL

IT
Y

POSITIVE IMPACT
(Opportunities)

= “red” risks = “amber” risks = “green” risks
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Figure A-16: Sample Risk Breakdown Structure

RBS Level 0 RBS Level 1 RBS Level 2

0. PROJ ECT RISK

1.  TECHNICAL 
RISK

1.1  Scope definition
1.2  Requirements definition
1.3   Estimates, assumptions, 

constraints
1.4  Technical pro cesses
1.5  Technology
1.6  Technical interfaces
1.7  Design
1.8  Per for mance
1.9  Reliability & maintainability
1.10 Safety
1.11 Security
1.12 Test & ac cep tance

2.  MANAGEMENT 
RISK

2.1  Proj ect management
2.2   Program/portfolio  

management
2.3  Operations management
2.4  Organization
2.5  Resourcing
2.6  Communication
2.7  Information
2.8  HS&E
2.9  Quality
2.10 Reputation

3.  COMMERCIAL 
RISK

3.1   Contractual terms &  
conditions

3.2  Internal procurement
3.3  Suppliers & vendors
3.4  Subcontracts
3.5  Client/customer stability
3.6  Partnerships & joint ventures

4.  EXTERNAL 
RISK

4.1  Legislation
4.2  Exchange rates
4.3  Site/facilities
4.4  Environmental/weather
4.5  Competition
4.6  Regulatory
4.7  Po liti cal
4.8  Country
4.9  Social/demographic
4.10 Pressure groups
4.11 Force majeure
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Figure A-17: Assumptions and Constraints Analysis Template

Assumption or constraint

Could this  
assumption/ 
constraint prove 
false? (Y/N)

If false,  
would  
it affect  
proj ect?  
(Y/N)

Convert  
to a  
risk?

Instructions:
List all proj ect assumptions and constraints in the left- hand column.

Identify  whether each might prove false (Y/N), and  whether a false assumption/
constraint might affect the proj ect (Y/N).

Where both answers are Yes, mark the assumption/constraint as a risk.

Figure A-18: Example Risk Mapping Form

Risks  

(opportunity  

or threat)

Mapped to  

activities  

or budget 

items

PROB MIN ML MAX

Distribution 

type for  

impact

Correlation  

group  

(where 

relevant)
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